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Organisation Kommittéer 

Tävlings- och Regelkommittén 
Johan Carlsson, Haga BGK 
Ulf Kristiansson, Skoghalls BGK 
Stig Pettersson, Stora Tuna BGK  
Staffan Lundblad, MGK Warberg  
 
Utbildningskommittén 
Christian Eriksson, Eskilstuna BGK 
Elisabeth Brandt, Skoghalls BGK t.o.m. mars 
Johanna Lindoff, Uppsala BGK fr o m maj 

Ungdomskommittén 
Fredrik Tagesson, Olofströms BGK  
Jesper Lindberg, Örnsköldsviks MGK  
Maria Möller, Gullbergsbro BGK 
Malin Vikström, Umeå BGK 
Jo-Ann Lundin, Örnsköldsviks MGK 
Johanna Lindoff, Uppsala BGK 
Lars Björk, Umeå BGK 

Sport- och antidopingkommittén 
Stefan Gillberg, BGK Jönköping  
Ingela Eriksson, Djulö BGK 
 
Disciplinnämnden 
Leif Nilsson, Sjövikens IF
Roger Adermalm, Skellefteå BGK 
Andreas Feuk, BGK Linjen 
Lena Nilsson, BGK Kärnan
 

  

Internationell representation
WMF   
Athletes Committee 
Gunnar Bengtsson, Askims BGK, ordförande 
 
Entourage Committee 
Stefan Gillberg, BGK Jönköping, ledamot 

Sports for all Committe 
Maarit Larinen, Trollhättans BGK, ordförande 
Marie Ihrén, Hofors BGK, ledamot 

Legal Committe 
Mats Söderkvist, Haga BGK, ledamot 

Media Committee 
Annelie Lundell, Malmö BGK, ledamot 
Einar Mattsson, Örnsköldsviks MGK, ledamot 
Ronja Bane Bergendorff, Sundsvalls
BGK,ledamot
 
Auditors 
Internationell representation EMF 
Auditors

Styrelsen 
Ordförande, VU 
Mats Söderkvist, Haga BGK  

Vice ordförande, VU  
Johanna Lindoff, Uppsala BGK 

Sekreterare, VU  
Stefan Gillberg, BGK Jönköping 

Kassör, VU 
Elisabeth Brandt, Skoghalls BGK 

Ledamöter 
Ulf Kristiansson, Skoghalls BGK 
Lars Björk, Umeå BGK  
Åsa Jakobsson, Mosås BGK 
Ingela Eriksson, Djulö BGK 
Eddie Söderlund, Sundsvalls BGK 
Hans Bergström, Uddevalla BGK 
 
Valberedning 
Christian Eriksson, Eskilstuna BGK, ordförande 
Christian Olsson, Haga BGK  
Marie Ihrén, Hofors BGK 
Eva Jonsson, Tuve Tigers BGK 
 
Revisorer 
Elias Alakir, Bakery Tilly Guide,   
Marie Granqvist, Bakery Tilly Guide suppleant 
Roger Njord, förtroendevald revisor 
Johny Fors, förtroendevald suppleant 

Årsberättelse 2024 
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Personal  

Generalsekreterare 
Lena Lindahl 

Sportchef 
Anders Olsson  

Ekonom/Projektledare 
Andrea Schmalzried 

Tävlingsadministratör/Löner 
Lena Nilsson, 65% 

Projektledare marknad och varumärke 
Emelie Hedberg 35% fr o m 15/2 

Förbundskaptener 
Seniorer 
Christian Mellqvist, Skoghalls BGK 

Juniorer 
Fredrik Tagesson, Skoghalls BGK 

Oldtimers 
Roger Svensson, Tyresö BGK 

Minigolf Open Standard 
Jens Bergström, Askims BGK

Chefredaktör Bangolftidningen
Lena Lindahl 

Årsberättelse 2024 
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Årsberättelse 2024 

Utbildningskommittén 
Kommittén har arbetat med den digitala
utbildningsplattformen. En enkät har skickats ut 
för att kartlägga utbildningsbehovet. Kommittén
har varit delaktig i framtagandet av materialet
Bangolfskoj.  

Sport- och antidopingkommitté 
En antidopingplan har tagits fram som blivit
godkänd av Antidoping Sverige. Svenska 
landslag har medverkat på följande internationella
mästerskap, WAGM 2024, Junior-VM, Oldtimers-
VM och Senior-EM. Sverige arrangerade finalen i
Champions League i Landskrona tillsammans 
med BGK Linjen där Uppsala BGK:s damer blev
bästa klubblag i Europa 2024.  
 
Tävlings- och regelkommittén (ToRK) 
2024 verkade intresset för att spela tävlingar öka.
De tävlingar vi genomfört under säsongen har 
haft bra arrangörer och tävlingarna har kunnat
genomföras på ett sportsligt och bra sätt som
möjligt. Vi har också noterat att
resultatrapporteringen i HCP-Online samt
ambitionen att redovisa resultat via Bangolf Arena
direkt på internet är fortsatt positivt. Arbetet med
att uppdatera spelregler och andra
tävlingsbestämmelser är ständigt pågående. 
 
Ungdomskommittén 
Kommittén har under 2024 arrangerat Snöflingan,
Vårblomman, USM och Höstlövet. 
Fokus har varit på utveckling och att fler ska få
möjlighet att lära känna fler inom sporten. Det har
varit bra uppslutning på samtliga arrangemang.  

Projekt 
Under 2024 har vi haft flera utvecklingsprojekt 
på gång. 

Trygg Idrott
Trygg Idrott är ett 2-årigt projekt där syftet är att
säkerställa att förbund, distrikt och föreningar
har rutiner och struktur på plats för att skapa
trygga idrottsmiljöer. 

Digitalisering
Digitaliseringsarbetet har handlat om att
kartlägga alla administrativa rutiner och ta fram
förslag på effektivisering kopplat till
digitalisering. 

65+ 
Under 2024 ingick SBGF i en av RF:s fem
utvecklingsgrupper 65 + där
specialidrottsförbund och RF-SISU distrikt
samverkar för att få fler äldre i rörelse. 

Parabangolf
Svenska Bangolfförbundet har under 2024 haft
en deltidsanställd projektledare för parabangolf.
Samverkan har skett tillsammans med RF,
Parasportförbundet och andra precisionsidrotter. 

Varumärkesarbete 
Under 2024 arbetade Emelie Hedberg med att
ta fram en varumärkes- och
kommunikationsplattform. Syftet med arbetet är
att ge oss underlag för att söka sponsorer och
partnerskap. 

Bangolfskoj 
Under våren tog förbundet fram ett nytt material
”Bangolfskoj” som ska fungera som ett stöd för
klubbarna att organisera träning för nybörjare. 

Kommittéarbete sammanfattning
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Årsberättelse 2024 

Medlemsstatistik 2017-2024

Licensierade spelare 2017-2024
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Årsberättelse 2024 

Anslutna föreningar 2017-2024

Antal SM-starter 2023 & 2024
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Årsberättelse 2024 

Intäkter & Kostnader
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Årsberättelse 2024 
Styrelsens slutord  
En summering av verksamhetsåret 2024 ska
göras och än en gång kan vi konstatera att vi kan
lägga ett framgångsrikt år bakom oss. 

Svenska Bangolfförbundet har fortsatt det för oss
viktiga arbetet med att nå målen i Vision 2025.
Dessa mål är både vägledande och bindande på
samma gång. Arbetet kring detta är något som
genomsyrar hela organisationens arbete. Från vår
styrelse, genom vårt kansli, uti våra kommittéer,
ner till våra distrikt och föreningar.
 
Under 2024 hade vi även möjligheten att utöka
vårt förbund med några projekt och till detta även
projektanställningar. Kansliet och dess personal
har gjort fantastiska arbeten gällande
digitalisering, värdegrundsarbete samt arbete med
varumärket. Dessa arbeten kommer ge oss
mycket värdefulla möjligheter under kommande
år. 

Den ekonomiska situationen för Svenska
Bangolfförbundet kan beskrivas både som
ansträngd och som god. Ansträngd genom att
medlen och bidragen från Riksidrottsförbundet
minskat men god genom att vi kunnat göra
kostnadsnedskärningar inom flera områden.

Styrelsen ser dock rejäla ekonomiska utmaningar
för kommande år. Utgången av dessa utmaningar
är sammanlänkade med kommande beslut kring
det ekonomiska stödsystem som finns från
Riksidrottsförbundet. Beslut om detta kommer att
tas i samband med Riksidrottsmötet som hålls i
maj 2025. 

Organisatoriskt har förbundet fungerat utmärkt
och under 2024 hade vi fem (5) anställda på vårt
kansli varav två (2) på deltid. I vår ständiga
strävan att bli bättre på alla plan gjordes en
översikt av just organisationen av en tillsatt
arbetsgrupp.

Resultatet av denna översikt godkändes av
förbundsstyrelsen och är tänkt att träda i kraft
efter förbundsmötet 2025. Utöver detta har, som
redan nämnts, en digitaliseringsöversyn gjorts för
att på så sätt få bättre effektivitet inom ramen för
till exempel dokumenthantering, en förbättrad
hemsida och mycket annat. 

Sportsligt kan vi återigen konstatera att svensk
bangolf står sig mycket väl internationellt. Flera
framgångar på alla nivåer för våra landslag men
även för våra klubblag där självfallet segern i
Champions League för damer genom Uppsala
BGK sticker ut lite extra. 

För att kunna bibehålla den utveckling, både
organisatoriskt och sportsligt, under kommande år
kommer styrelsen att arbeta fram en ny
strategiskplan för perioden efter 2025. 

Ser man till Riksidrottsförbundet så är deras
målsättning att skapa en plan för idrotts-Sverige
fram till 2035 men bedömningen från vår sida är
att det är mer troligt att vi själva delar upp den
perioden i två stycken. 

Utmaningarna för svensk bangolf är många. Inte
minst ekonomiskt men även frågorna kring
rekrytering, barn- och ungdomsidrott och att öka
antalet licensierade spelare står på agendan. 
Här har våra fantastiska föreningar och distrikt ett
stort jobb att göra. Vår uppgift blir att vägleda och
tillhandahålla material etcetera för att ta bangolfen
vidare in mot 2030-talet. 

Det som är extremt glädjande är att se att antalet
medlemmar ökat under 2024. Samtidigt är det
fortfarande alldeles för få spelare som har
tävlingslicens.
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Årsberättelse 2024 

Just ekonomin kommer, som redovisats ovan,
vara en stor faktor som kommer påverka våra
möjligheter både i stort och i smått. Det finns
väldigt mycket osäkerhet kring vad som komma
skall och det mesta, för att inte säga allt, ligger i
händerna på hur resultatet blir på
Riksidrottsmötet. 

Styrelsen ser dock att det även fortsättningsvis
kommer bli extremt viktigt att höja graden av
självfinansiering. Mot bakgrund av just detta har vi
under 2024 gjort ett stort arbete kring att definiera
våra värdegrunder samt att ta fram en
varumärkesprofil. Detta arbete kommer göra det
lättare för oss i kommande samtal med potentiella
samarbetspartners och sponsorer. 

Våra föreningar och distrikt kämpar på och de gör
detta med olika förutsättningar. Här ser styrelsen
ett behov av att skapa en mer likvärdig och
gemensam plattform som hjälp i alla frågor som
rör en förening eller ett distrikt. Föreningsarbetet
som görs runt om i landet är helt fantastiskt och
utan alla dessa föreningsmänniskor skulle vi inte
ha någon verksamhet. Det är ett enkelt
konstaterande. 

Svenska Bangolfförbundet konstaterar att
verksamhetsåret 2024 har lärt oss mycket som
vi nu får ta med oss in i kommande
verksamhetsår. 

Det finns hinder och trösklar som vi måste ta
oss runt eller över men tillsammans med hela
bangolf-Sverige är vi övertygade om att vi
kommer att lyckas med detta arbete och gå
stärkta ur det. 

Framtiden för svensk bangolf är ljus! 
Från Svenska Bangolfförbundets styrelse,
ledning och kansli är vi säkra på att om vi
tillsammans genomför jobbet som ligger
framför oss så kommer vi skapa
förutsättningar för vår idrott att leva länge och
blomstra. 

Nämnda styrelse, ledning och kansli vill
avslutningsvis rikta ett stort tack till alla ideella
krafter runt om i landet för det fantastiska
arbete ni utför för svensk bangolf, dess nutid,
dess framtid och utvecklingen av vår
fantastiska sport.

Mats Söderkvist     
Ordförande                    
 
Stefan Gillberg            
Sekreterare                     
 
Ulf Kristiansson           
Ledamot                          
 
Hans Bergström         
Ledamot                         

*signering har skett digitalt 

Johanna Lindoff                
Vice ordförande                       
 
Eddie Söderlund              
Ledamot                     
 
Lars Björk                          
Ledamot                                   
 
Helene ”Lena” Lindahl 
Generalsekreterare 

Elisabeth Brandt 
Kassör 
 
Ingela Eriksson 
Ledamot 
 
Åsa Jakobsson 
Ledamot 

Uppsala 2025-02-17
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Utbildningskommittén  

Elisabeth Brandt, Skoghalls BGK (t.o.m. mars),  
Christian Eriksson, Eskilstuna BGK   
Johanna Lindoff, Uppsala BGK (fr.o.m. maj).  

Utbildningskommittén har under 2024 främst
arbetat med att försöka att komma igång med
vår nya digitala utbildningsplattform. Det har
visat sig vara en utmaning då det tar mycket tid
dels att förstå funktioner och upplägg, dels att
skapa ett gott utbildningsmaterial. 

Under hösten smög vi igång med att erbjuda 
ett par korta kurser. Att säga att det har varit
rusning till dem är dock att överdriva. Under
hösten har vi även arbetat med att försöka att
skapa material i plattformen som kompletterar
innehållet på vår fysiska tävlingsledarkurs. 

Under året fick vi ett par förfrågningar om
utbildningar. Detta ledde fram till att vi beslöt
oss för att göra en enkät för att se vilka
utbildningsbehov som finns i klubbarna men
även att se var i Sverige som de
utbildningssugna mestadels hör hemma. 

Resultatet av enkäten blev att vi förberett för
fysiska kurser i Örebro i mars 2025. Tyvärr 
var det endast 3-5 föreningar per distrikt som
besvarade enkäten. Kommittén har även varit
behjälplig i och hållit i någon kursdel i
konceptet Bangolfskoj. 

Årsberättelse 2024 
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Årsberättelse 2024 
Sport- och
antidopingkommittén  
Stefan Gillberg Ordförande/Sportansvarig  
Ingela Eriksson Ledamot  
 
Förbundskaptener  
Christian Mellqvist FK (Seniorer, U23)  
Fredrik Tagesson FK (Juniorer)  
Roger Svensson FK (Oldtimers)  
Jens Bergström FK (MOS) 

Sportchef 
Anders Olsson 

2024 blev ytterligare ett mycket framgångsrikt år
för svensk bangolf. Som nation visade vi att
Sverige har en otrolig bredd och vi höll oss
framme och tog medaljer på alla internationella
mästerskap. Vår Sportchef Anders Olsson har
jobbat vidare med landslagsverksamheten samt
organisatoriska frågor kring vår utvecklingsplan
2025. Under 2024 fortsatte arbetet med en
starkare organisation kring landslagen i framtiden.
Detta kom att betyda en stor förändring i vår
verksamhet under 2024 men kommer att betyda
ännu större förändringar framåt. Arbetet har gått
vidare med vår handlingsplan för att nå målen i
SBGF:s Visionsdokument.  

Där står det att: 

Vi ska vara världens bästa bangolfnation  
Vårt herr- och damlandslag ska vara rankade
som världens bästa  
Våra junior- och oldtimerslandslag ska vara
bland det två bästa i världen både på herr-
och damsidan 
 Förbundets organisation ska vara ledande i
världen avseende resurser, arbetssätt och
kompetens 

Det är mot detta som vårt arbete strävar och det
är hit vi vill nå.  

Antidoping en del av Sport 
2024 var första året då antidopingarbetet var en del
av sportkommittén. Vi blev under året ålagda av
Antidoping Sverige och RF att ta fram och få
godkänt en ny Antidopingplan för svensk bangolf.
Detta gjordes och den blev även med beröm
godkänd av Antidoping Sverige. 

En del i detta arbete är att våra klubbar skall
vaccinera sig mot doping med hjälp av Antidoping
Sverige för att få deltaga i svenska serien. Ett stort
antal klubbar är nu vaccinerade mot doping. Vid
årsskiftet var 55 klubbar vaccinerade mot doping
inom SBGF. I och med detta är SBGF bästa
enskilda förbund inom RF procentuellt sätt, vilket är
fantastiskt. Men fortfarande finns det några klubbar
som inte är vaccinerade. Vårt mål är att 100 % av
våra klubbar skall vara vaccinerade mot doping
under 2025. 
 
Under året genomförde WMF sex dopingtester i
samband med MCLF i Landskrona. 
Under kommande år kommer fokus att ligga på den
licensierade spelaren. 

Vår målsättning är att alla licensierade spelare skall
genomgå utbildningen ”Ren Vinnare” därigenom
medverka till att vårt förbund klarar vår nollvision.
Från 2025 kommer mycket av Antidopingarbetet att
vara inriktat på att följa den ny antidopingplanen.
Detta kommer att medföra ett mer krävande
antidopingarbete. Där utbildning kommer att ligga i
fokus under 2025. 
/ Stefan Gillberg SBGF Antidopingansvarig 
 
WAGM 2024, Brno, Tjeckien 
Under WAGM 2024 anslöt MOS-landslaget äntligen
nivåmässigt till övriga landslag genom att göra
kompletta puttskisser så långt det nu går på MOS.
Det fungerade bra och statistiken utföll till
belåtenhet men det krävdes inte helt oväntat ett
digert arbete där även sportchefen deltog på de
sista banorna så att vi kunde dela upp arbetet på
två arbetslag. 
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Årsberättelse 2024 
Långt innan tävlingen fick bancoacherna till sig
ett processdokument hur vi skulle arbeta och
ungefär hur puttpunkterna var tänkta att ligga på
varje bana. Väl på plats tog vi sedan en kort
diskussion inför varje ny bana för att kolla av
olika idéer. Resultatmässigt höll sig förstalaget
väl framme och låg efter två av åtta rundor bara
två slag efter det starka tjeckiska förstalaget.
Dessvärre blev andra dagen lite sämre för
förstalaget och även det starka tjeckiska
andralaget tog sig förbi och våra killar fick nöja
sig med bronset. Våra starka tjejer i andralaget
tog till slut en nionde plats med fyra lag bakom
sig. 

Individuellt tog Wilma Harrysson en solklar seger
i damklassen. Hon börjar få till en bra rutin i att
knipa guldmedaljer. Ett silver togs av Erik
Nilsson i herrjuniorklassen. Det skiljde bara ett
slag till segraren. Rebecka Johansson hade fått
två riktigt bra spelare i sin klass och fick nöja sig
med bara ett brons med tre slag upp till silvret.
Med samma antal slag upp till silvret tog även
Jessica Rosén bronsplats i damernas stora OT-
klass.  

Hela tävlingen avslutade med den alltid lika
spännande mixedtävlingen där man aldrig riktigt
vet vad som kommer att hända. Även här hade
tjeckerna ett riktigt bra lag som till slut kom att
vinna. Sverige hade kvalat in med alla sina fyra
lag. Rebecka och Erik hade kvalat in som
åttonde och sista lag bland de sexton som
ställde upp. I en väldigt jämn duell med det
brittiska och det finska laget där placeringarna
hela tiden växlade lyckades vårt starka juniorlag
gå in och ta en tredjeplats efter Storbritannien.
Halva startfältet i denna final utgjordes av
svenska par. Även om det återigen ”bara” blev
sex medaljer, fast denna gång med enbart 8
spelare, kändes det ändå som om vi med de
starka hemmaspelare som fanns gjorde en
mycket bra insats och inte minst det

faktum att alla våra fyra par deltog i mixedfinalen
blev en bra slutpunkt för oss. 
/Jens Bergström Förbundskapten 

Damelitläger 2024 Eskilstuna, Sverige 
Under två dagar i januari 2024 hölls ett damelitläger
i MunktellArenan, Eskilstuna. Förbundskaptenerna
Fredrik Tagesson och Christian Mellqvist bjöd in 22
damer och 7 ledare att delta. Fokus under lägret var
att stärka sammanhållning och spelarutveckling.
Några av ämnena på schemat var mental träning,
teknikträning, träningsupplägg, alternativa
spelformer. 
/Anders Olsson Sportchef 
 

Junior-läger 2024 Uppsala, Sverige / Junior-VM
Voitsberg, Österrike 
Resan till Voitsberg började egentligen redan under
hösten 2023. Efter förra årets mästerskap såg det
inte alls bra ut att kunna få ihop ett lag som håller
landslagsnivå. Det såg väldigt tunt ut med juniorer
speciellt på killsidan, på tjejsidan såg det bättre ut. 
Under hösten och våren hände det dock något, flera
spelare började bli bättre och bättre och då dessa
egentligen inte ens är juniorer utan fortfarande A-
ungdomar. Utan dessa A-ungdomar hade vi knappt
fått ihop något junior landslag över huvud taget. Jag
hade bra koll på vilka spelare som var aktuella och
dessa kom med i en bruttotrupp. 

WAGM Truppen 2024
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Årsberättelse 2024 
Tilläggas kan att vi var bästa nation på EB:n vilket
är oerhört imponerande gjort. 

Individuella tävlingen 
Den tredje tävlingsdagen var Erik Nilsson och
Isabell Möller med i medaljracet. Efter en mycket
spännande dag så slutar det med att Erik Nilsson
blir världsmästare, en oerhört stor bedrift speciellt
med tanke på att han efter första dagen var långt
ner i resultatlistan. För Isabell Möller slutade det
med en bronspeng och det vill jag påstå är en stor
bedrift att klara av. Isabell hade två fantastiska
veckor i Österrike, otroligt roligt att se.  

Mixtävlingen 
Fjärde dagen var det dags för Mixen att avgöras
här lyckas lag Amanda Eriksson och Elias
Kandevik bärga hem bronspengen till Sverige
efter en oerhörd spännande avslutning. Ännu en
medalj till Sverige det kändes otroligt bra.  

Matchspelet 
Den femte och sista tävlingsdagen skulle det
avgöras vem som blir världsmästare i matchspel.
Här lyckas Amanda Eriksson bäst och är så nära
att bli världsmästare men slutar på en fin
andraplats och bärgar hem Sveriges sista medalj i
detta mästerskap. 

Bruttotruppen var under våren i Uppsala för att
förbereda sig inför sommarens JVM, vi tränade på
olika spelvarianter och bollar som vi skulle spela
med nere i Österrike. Detta läger tror jag var av
yttersta vikt för att vi skulle kunna prestera så bra
som vi gjorde under JVM. 

Lagtävlingen 
Var den tävling som var först ut. Efter första
dagen ledde killarna och tjejerna låg på en andra
plats, en helt fantastisk dag i svenska ögon sett.
Andra dagen fick vi inte riktigt till filt-spelet, vilket
gjorde att killarna halkade ner på en andra plats
och tjejerna till en tredjeplats. 

Vi är dock väldigt nöjda med resultatet att vi
lyckades komma tvåa och trea, hade någon sagt
det efter JEM 2023 så hade jag haft svårt att tro
att vi skulle lyckas med denna bedrift. 
Vi gjorde det som ett lag där alla var lika viktiga,
det var en riktigt bra lagstämning tillsammans
med ett fantastisk stort stöd från våra supportrar.

Junior-VM truppen

Summering 
Det blev ett fantastiskt fint mästerskap för
Sveriges del, det blev hela 6 medaljer vilket är
otroligt imponerande av detta unga svenska lag,
skulle tro att detta är den yngsta trupp som
Sverige någonsin har ställt upp med, vilket är
väldigt bra för de kommande åren, där målet är att
vi ska bli bättre och bättre. Att vi dessutom åker
från mästerskapet där alla får en medalj med sig
hem känns extra bra. Vi har även en
juniorvärldsmästare i slagspelet i form av Erik
Nilsson, jag undra hur många år sedan det var
som vi hade det senast? Måste vara många år
sedan sist. Jag är en oerhörd nöjd och stolt
förbundskapten.  
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Årsberättelse 2024 
Mitt arbete som förbundskapten för juniorerna 
Jag har tyckt att det har varit väldigt roligt att följa
våra juniorer som bara tagit steg efter steg i rätt
riktning. Alla har drivkraften att vilja utvecklas och
bli bättre. Jag har haft bra kontakt med spelarna
när jag varit ute och spelat själv en del samt varit
ansvarig för en del olika läger under året där jag
kunnat följa juniorernas utveckling och skapat
goda relationer. Vi skapade från början en god
sammanhållning som jag tror var en av nycklarna
till det framgångsrika mästerskap det blev. En
annan nyckel var landslagslägret i Uppsala som
var av stor betydelse, för resultaten och
sammanhållningen väl nere i Voitsberg. 

Jag ser fram emot ett nytt landslagsår där vi
förhoppningsvis lyckas med något liknande. 

/Fredrik Tagesson Förbundskapten 
 
OT-VM 2024 Canegrate, Italien 
Årets OT-VM utspelade sig på italiensk mark.
Närmare bestämt i Canegrate strax utanför
Milano. Det var delvis nya förutsättningar som
gällde. Ekonomin var ansträngd, vilket innebar att
spelarna fick själva bidra med en summa
pengar,det rörde sig om några tusenlappar. 

De flesta spelarna fick ett visst bidrag från sina
klubbar, men många fick skjuta till en del själva.
Det här var något som alla visste om rätt så tidigt
och inget som påverkade laguttagningen. Ganska
tidigt i planeringen stod det klart att en grupp på
tre personer skulle åka minibuss till Italien.
Bussresenärerna Jessica Rosén, Robert
Gustavsson och Göran Widlert började sin resa
söndagen den 28 juli. Vi andra reste från Arlanda
två dagar senare. 

Truppen bestod av 11 spelare, 4 bancoacher och
en förbundskapten. På damsidan var det Linda
Lundberg, Annelie Lundell, Ingela Eriksson och
Jessica Rosén.

Herrtruppen bestod av Peter Eriksson, Robert
Gustavsson, Stefan Björk, Stefan Viberg, Magnus
Mårtensson, Daniel Ågren och slutligen Jon
Björklund. Årets bancoacher var Ulf Swedberg,
Göran Widlert, Roger Njord och Christian Olsson.
Flygresan gick bra och bara en väska ”kom bort”.
Den dök dock upp efter bara några timmar. Vi
kom fram till hotellet runt 21.30 och då blev det
middag följt av välbehövlig sömn. Inför resan
hade vi ganska bra kännedom om banorna. 

Uppsalas herrar, samt Gullbergsbros damer hade
varit där året innan, då Champions League
spelades här. När träningen började insåg vi rätt
snabbt att det var två tuffa anläggningar vi
spelade på. Dessängerna vi hade var ganska bra,
men vi hade bra mycket varmare och fuktigare
väder än det var när Champions League
spelades. 

Det fanns några riktigt utmanande banor på
anläggningarna. På betongen var kyrkan,
trippelkullen, balkongen, den andra vinkeln och
bana 17 riktigt svåra. På EB-n var liggande koner,
snäcka, salto, fönster, pinnbanan och blixten
svåra. Vi tränade på och märkte att det var svårt
och komma ner på låga resultat, framför allt på
betongen. De flesta varven låg mellan 31 och 36.
På EB-banorna var resultaten väldigt varierande.
Men ju närmare tävlingen vi kom stabiliserade sig
spelet. 

OT-VM truppen 2024
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Årsberättelse 2024 
När vi hade en ledig eftermiddag åkte de som ville
på en liten tripp till Milano. Staden erbjuder
många vackra turistmål. till exempel Domen, en
stor katedral mitt i staden. Tyvärr var vi lite fel
klädda för att besöka kyrkan, så fick njuta av den
utvändigt i stället. Vi gick runt i staden, och
framemot kvällen åkte vi tillbaka till hotellet. När
det var dags att ta ut laget blev Magnus
Mårtensson respektive Jessica Rosén reserver.
När tävlingen väl kom i gång började herrarna
med ett tungt betongvarv på ca 33 i snitt. Vi låg
6:a, 24 slag från ledningen. 

De två nästkommande varven stabiliserade sig
spelet, och efter första dagen låg herrarna på en
delad 3:e plats med Tjeckien. Österrike och
Tyskland låg 23 respektive 14 slag före. Damerna
klarade sig lite bättre och låg 2:a efter första
varvet. Efter tre varv ledde Tyskland före Italien
och Sverige låg trea. Tanken var att vi skulle
spela fyra varv första dagen. Men ett fruktansvärt
kraftigt åskväder med regn och hagel i
golfbollstorlek omöjliggjorde fler varv den dagen.
När vi åkte tillbaka till hotellet var det mer än två
decimeter vatten på vägen. När vi kom till hotellet
nåddes vi av dåliga nyheter och Linda Lundberg
valde att lämna truppen och åka hem pga.
sjukdom i familjen. Jessica Rosén fick hoppa in
på Lindas plats, och gjorde det med den äran! De
svenska damerna var med och högg på en
medalj, men till slut blev det en 6:e plats. 

Endast 10 slag från silver. Vann gjorde Tyskland
före Tjeckien och Schweiz på en 3:e plats.
Herrarna gick en jämn kamp med Tjeckien om
bronsmedaljerna. Åt Tyskland och Österrike fanns
inget att göra. Med två varv kvar ledde Tjeckien
med 9 slag. På det näst sista varvet tog Sverige in
5 slag. Sista varvet som spelades på EB,
briljerade herrarna. Inte minst Peter Eriksson,
som med 19 slag såg till att vi vann bronset med 9
slags marginal. Tävlingen var klar omkring
klockan 20 på kvällen. 

Dagen efter var det dags att avsluta det
individuella spelet. Till de avslutande varven tog
sig endast en svensk spelare, Peter Eriksson.
Peter spelade framför allt bra på EB-n. Där var
han bäst av alla med 21,7 i snitt. Inför sista
varvet låg han i delad ledning med Bernd Gaida
från Österrike och 3 slag före Florian Wietz från
Tyskland. Det sista varvet spelades på de svåra
betongbanorna. Där lyckades Bernd Gaida
avgöra med ett 28-varv. Peter avslutade med ett
33-varv och klarade silvret med ett slags
marginal mot Florian Wietz.  

Till matchspelet kvalificerade sig två damer,
Jessica Rosén och Ingela Eriksson. Båda
förlorade klart sina matcher. Vann gjorde till slut
Alexandra van den Knesebeck från Tyskland.
Bland herrarna var det bara Stefan Viberg som
inte tog sig till matchspelet, men det var nära.
Han fick spela sudden death om sista
cupspelsplatsen med Roger Andregg från
Schweiz. Där tog det tyvärr stopp. Endast två
svenskar överlevde den första omgången. Peter
Eriksson och Daniel Ågren. Båda vann även
sina 8-delsfinaler och fick tyvärr möta varandra i
kvarten. I en mycket jämn match lyckades
Daniel besegra Peter med 5–4. I semifinalen
förlorade Daniel Marcus Büdenbender från
Tyskland. I bronsmatchen besegrade Daniel
Ågren Tim Clasen från Tyskland med 6–5. En
mycket välförtjänt bronsmedalj till Daniel. 

Vann gjorde till slut Marcus Büdenbender efter
att ha besegrat Roger Andregg som spelade
sudden om att ta sig till cupspelet i finalen!
Slutfacit blev alltså ett silver och två brons. Det
ska vi vara nöjda med. Hemresorna förlöpte
smärtfritt för både bilister och flygpassagerare. 
Jag vill passa på att berömma våra fantastiska
bancoacher. 
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Årsberättelse 2024 
Det gjorde ett heroiskt jobb i värmen, med att
leverera rätt tempererade bollar till våra spelare.
Det här blev också mitt sista mästerskap som
förbundskapten, anledningen till det är flera. I år
går mästerskapet i Kroatien i slutet på
september. Som lärare är det inte möjligt för mig
att vara ledig då utan att ta två veckors
tjänstledigt, vilket inte är ekonomiskt försvarbart.
Sedan har jag haft det här uppdraget sedan
2019, det kan räcka tycker jag.
 
/Roger Svensson Förbundskapten 
 

Senior-EM 2024 Zaton, Kroatien 
Återigen skulle det spelas ett mästerskap i Zaton
Kroatien. Årets mästerskap skulle alltså avgöras
på samma banor som VM 2017. Skillnaden nu
från 2017, var att banorna var i betydligt sämre
skick, men man spelar väl utifrån de
förutsättningar som finns så årets upplägg var
att en förtrupp åkte ner några dagar före
resterande trupp. Truppen bestod av Karin O,
Fredrik P, Jonathan L och jag själv. När vi klev
av planet möttes vi av klarblå himmel och
stekande värme, vilket var skönt när
temperaturen var betydligt kyligare hemma i
Sverige. 

Vi började omgående att testa spela varianterna
som vi hade 2017, och det var väldigt mycket
som var sig likt, men dock var filten rejält bubblig
vilket gjorde det lite klurigt. Några dagar senare
anlände resten av truppen och vi hade förberett
spel på filtbanan som vi ansåg skulle fungera för
truppen som helhet. När det började spelas på
filten så började Fredrik och Karin gå igenom EB
banorna. Efter flera heldagars träning, var det
ganska skönt med halvdags träning, chans till
lite återhämtning. En eftermiddag körde vi
gemensam aktivitet på eftermiddagen, det blev
en båttur ut till en liten ö, det var en trevlig
eftermiddag och kväll som gav oss fina minnen. 

Damer 
2017 så slutade damerna på en andra plats,
ynka ett slag bakom tyskorna. Skulle vi utmana
även denna gång? Målsättningen var helt klart
medalj, med förhoppningen att kunna hota om
guldet. Startuppställningen för damerna blev
Alva Kvarnström, Marielle Svensson och Karin
Olsson, Julia Sjöberg startade som reserv. Jag
tycker att vi startade helt okej för att vara en
förstarunda på mästerskapet, tyskorna fick med
sig en tvåslagsledning från EB när vi skulle gå
över på filten. Även där tycker jag att vi får en
bra start på de inledande banorna, vi kommer
runt helt okej, men vi släpper tyskorna ytterligare
med några slag. 

Tyvärr är det så det sedan ser ut under hela
lagtävlingen, det blir ett evigt jagande för att
försöka få lite kontakt med tyskorna för att de
eventuellt ska börja känna lite oro. Vi slutar på
en andraplats, men jag tycker ändå att vi ska
vara nöjda, vi spelar som lag väldigt bra. Kollar
man sedan på det individuella så har vi alla
damer med på topp nio-listan, vilket också
bevisar att vi har ett riktigt bra lag. Karin och
Marielle hamnar strax utanför pallen. I
matchspelet hade vi alla damer med, vi fick ett
svenskmöte i kvartsfinalen mellan Karin och
Marielle, efter en jämn match drog Karin det
längsta strået och tog sig vidare, Karin förlorade
sin match i semifinalen mot Sarah Schumacher
och fick spela om tredjeplats mot Steffi
Blendermann, men fick se sig besegrad i
Sudden Death i en välspelad match. 

Alva fick möta Jasmine Bothmann i åttondelen
och i en jämn match gick Jasmine vinnande med
4–3, tyvärr. Julia gick ut starkt och vann över
tjeckiska Lucie i sin första match, sedan tog hon
två starka segrar till mot tyskorna Vanessa och
Steffi, och där står hon i final på ett EM, mot
tyska Sarah Schumacher. Finalen blev olidligt
spännande och man fick spela alla banor innan 
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Årsberättelse 2024 
det blev avgjort, tyvärr för svensk del så var det
Sarah som drog det längsta strået och kunde då
inkassera sitt tredje guld för turneringen. All cred
till Julia som visar att hon kan matcha de bästa i
världen. 

Herrarna 
2017 hade vi ett mindre bra resultat i
lagtävlingen, då vi fick nöja oss med en
fjärdeplats. Det jag hade med mig från 2017 är
att denna typ av anläggning passar de övriga
topplagen i Europa väldigt bra, så jag förväntade
mig en jämn kamp i toppen. Tyskarna gick på
knock direkt, hela 20 slag före oss, och då
spelade vi inte dåligt på något sätt, även om vi
givetvis hade lite till i oss. Efter en mindre bra
tredjerunda, så fick vi både Tjeckien och
Schweiz på halsen, medan tyskarna drog ifrån
ytterligare. Nu var vi de fyra lag i toppen, likt
2017. 

Tjeckerna drog sedan sakta ifrån och kampen
skulle nu stå mellan oss och Schweiz om
tredjeplatsen. Viktigt ur perspektivet från att inte
återupprepa att hamna utanför pallen likt 2017.
Vi hade en två slags ledning inför finalvarvet, vi
spelade helt okej men kunde hålla ifrån och
dryga ut ledningen mot Schweiz med ytterligare
2 slag och vi får med oss en medalj. I det
individuella så hade vi bra utgångsläge inför
finalvarvet då vi hade Fredrik och Alexander i
bra slagläge, endast två slag bakom suveräne
Yannick Müller, dock visade Yannick att han är
världens bästa bangolfare just nu, med sitt lugn
kunde han slå i bana 18 som Europamästare,
tre slag före både Fredrik och Alexander som
sedan fick spela sudden om silverpengen, där
fick Alexander vinnande ur den striden. Årets
utropstecken, får jag ändå säga att unge Erik
Nilsson är, han startade tävlingen lite tyngre än
vad han själv kanske hade förutspått, men efter
de inledande rundorna så kom han i gång och
han bara seglade uppåt i resultatfältet och 

kunde till slut kröna sig själv som åtta i Europa.
Otroligt starkt och roligt att se. Vi fick med oss
fem spelare till matchspelet, där var det endast
Alexander och Amir som tog sig vidare från
första omgången, sen tog det tyvärr stopp för
Amir i åttondelen mot tyske Lauro K, Alexander
gick vidare, men fick sedan se sig besegrad i
kvartsfinalen av schweiziske Daniel Moser.
Tyvärr inga medaljer i år i matchspelet. 

Summeringen: Ett mästerskap där vi ytterligare
tar steg mot att föryngra truppen, några nya
debutanter och vi gör ett OK resultat för
mästerskapet. Tre silver och två brons får vi
med oss hem, vilket är klart godkänt, även om vi
blivit bortskämda med guld de senaste åren.
Otroligt roliga veckor tillsammans, jag vill först
av allt tacka den ledarstab som var med, Poul,
Cege, Vincent, Jonte, Bohlin och Mats, utan er
hade inte mitt arbete gått lika bra som det ändå
gjorde, spelarna hade inte haft de förutsättningar
som de faktiskt hade. Tack alla spelarna som
verkligen tränade och gav allt, trots motgångar
med sjukdom mm så gav ni verkligen allt. Sist
men inte minst vill jag tacka Sportchef Anders
Olsson som har hjälpt till otroligt mycket inför
denna resa. Nu är blickarna mot ett NM i påsk i
Liepaja, Lettland, och sedan ett VM i Tyska
Neheim-Hüsten i augusti 2025, där är
underlagen Betong och EB. 

/Christian Mellqvist Förbundskapten 

EM Truppen 2024
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Årsberättelse 2024 
MCLF 2024 Landskrona, Sverige 
2024 års Minigolf Champions League Final
spelades på Puls Arena i Landskrona. SBGF
tillsammans med BGK Linjen och Landskrona
Stad stod som värdar. Arrangemanget blev riktigt
lyckat. 

Från Sverige deltog två klubbar Skoghall på
herrsidan och Uppsala på damsidan. Tävlingen
spelades på två olika underlag herrarna på EB
och damerna på Filten. På herrsidan var det
Skoghall som tillsammans med de tyska
mästarna Hardenberg-Pötter som kämpade om
segern. Till slut så visade det sig att de tyska
mästarna blev för starka och kunde vinna med sju
slag före Skoghall och ett annat tyskt lag Mainzer
MGC som trea. Trots att detta är lagtävling måste
man ändå framhålla två Skoghalls spelare Rikard
Lindqvist med ett 19,9 och Peter Eriksson 20,5 i
snitt över elva varv. På damsidan var det också
två klubbar som stod lite i en klass för sig själva. 

Uppsala och de tyska mästarinnorna Mainzer
MGC kämpade hela vägen fram tills sista varvet.
Här visade Uppsala fram en otrolig kyla och
bibehöll det fina spela som dom haft under hela
tävlingen. Det tyska laget föll ihop och Uppsala
kunde vinna med till slut nitton slag. Stort grattis
till Uppsala BGK MCLF mästarinnor 2024.
Fantastiskt bra spelat Karin, Johanna, Mia och
Sandra. 

Vi måste även tacka BGK Linjen för ett bra
arrangörskap. Tack även till Landskrona Stad och
Region Skåne för stödet. Samt alla frivilliga och
staben runt arrangemanget. 

/Stefan Gillberg Arrangörsansvarig SBGF 

Sportchefsrollen 
Under 2024 har jag som sportchef i Svenska
Bangolfförbundet haft äran att få arbeta med
att utveckla svensk bangolf vidare. Jag känner
tacksamhet för alla spelare, ledare, eldsjälar
och representanter som engagerar sig och
bidrar till att ta sporten framåt.  

I somras var jag med som landslagets
överledare vid World Adventure Golf Masters i
Tjeckien. Det var en upplevelse att vara stolt
över. Våra spelare och ledare lägger ner hårt
arbete som ger belöning i form av blågula
framgångar. 

Jag kan konstatera att vi har många fina
bangolfrepresentanter för svensk idrott. En av
de primära uppgifterna har varit att samarbeta
med förbundskaptenerna och stödja deras
planering, genomförande och uppföljning med
landslagen. Det har anordnats läger och gjorts
noggranna förberedelser 
inför mästerskapen. 

Champions League 2024 Uppsalas damlag - segrare
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Att få arbeta strategiskt med utveckling av
spelare, ledare och tränare framöver är något
jag hoppas kunna fokusera mer på. I Sverige
är vi skickliga på att spela bangolf men vi har
potential att lyfta nivån ytterligare och bli ännu
bättre och mer framgångsrika. 

Jag ser fram emot att fortsätta skapa
förutsättningar för Sverige som världsledande
bangolfnation.  

/Anders Olsson Sportchef 

På hemmaplan har jag varit delaktig i
tävlingsarrangemang och ansvarig i planering
av kommande deltagande i SM-veckor. Ett
särskilt fokus har legat på att öka bangolfens
synlighet och attraktionskraft, vilket inneburit
olika initiativ i såväl digitala kanaler som
mässor och event. Under året har jag också
fått chansen att stärka relationerna med andra
internationella bangolfförbund och inspireras av
hur andra jobbar med utvecklingsfrågor. Även
inom RF har vi öppnat upp för fler utbyten och
samarbeten med andra idrotter. 

Jag lyfter gärna fram samarbetet inom
förbundet, där jag märker att anställda,
personer i styrelse, i kommittéer och i
föreningar tillsammans gör ett otroligt jobb för
sporten. Jag känner ödmjukhet inför den
passion och ideella kraft som finns hos flera av
de berörda. 

Dags att blicka framåt mot 2025 

2025 är ett NM-år. Nordiska Mästerskapen kommer
att spelas i Liepaja, Lettland under påsken som
vanligt. Juniorerna som har EM i år kommer att åka
till Brno, Tjeckien i augusti. Detta mästerskap
kommer för första gången att spelas på MOS vilket
är jättekul för sporten. Första mästerskapet som
inte spelas på de traditionella underlagen. 2025 är
också VM-år för våra seniorer. Tävlingen kommer
att spelas i Tyskland med Neheim-Hüsten som
värdstad. Denna tävling kommer att bli årets
höjdpunkt.  

Oldtimers kommer att spela EM i Kroatien i slutet av
september. Höjdpunkten här hemma i år är
värdskapet av WAGM som kommer att spelas på
50-års jubilerande Askims BGK banor. Kommer
troligen att bli en fantastisk tävling med många
deltagare från hela världen.  
 
2025 kommer att medföra stora förändringar i
arbetet kring hur vi jobbar med vår
elitverksamhet/landslag jämfört med 2024. Detta
innebär att vi inte satsar lika stora resurser som vi
gjort tidigare år. Vi fortsätter arbetet med en extra
ledarresurs i samband med senior- och
juniormästerskap för att stärka ledarstaben. Vi skall
även försöka ha resurser att satsa på utveckling av
våra juniorer. Vi kommer inte att ha några
förbundskaptener för MOS- eller
Oldtimerlandslagen under 2025. För uttagningen till
dessa två landslag kommer vår Sportchef att
ansvara. Vi kommer även under 2025 ha kvar en
viss egenfinansiering på vissa mästerskap. 
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Årsberättelse 2024 

Till slut vill vi i sportkommittén passa på att tack
Jens Bergström och Roger Svensson för deras
arbete och engagemang som förbundskaptener
inom svensk bangolf.
 
/Stefan Gillberg Ordf. Sportkommittén 

Ansvarig kommitté kommer tillsammans med
sportchefen under 2025 att jobba stenhårt för att
för att vi skall kunna bibehålla den mycket höga
landslagsstandard vi har idag. Även fast vi har
mindre ekonomiskt stöd till verksamheten
kommer vi fortsätta vår strävan mot att vara det
land som leder bangolfen framåt. 
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Årsberättelse 2024 
Tävlings- och Regelkommittén  
I kommittén har följande personer ingått:  

Johan Carlsson, Seriespel  
Ulf Kristiansson, Nationella tävlingar  
Stig Pettersson, Domare och besiktning  
Staffan Lundblad, Domare och besiktning  
Lena Nilsson, anställd tävlingsadministratör

Huvuduppgifterna är att planera och administrera
det nationella seriespelet, mästerskapstävlingar 
och andra förbundstävlingar. Det ingår även
uppdatering av regelhäftet, besiktning av
anläggningar, domarkonferens/domaruttagningar,
alkotest/ dopningsfrågor med mera.  
 
2024 verkade intresset för att spela tävlingar öka. 
Vi kunde inte vara med på SM-veckan i Västerås 
då det inte fanns en tävlingsbana att tillgå. 
SM spelades i Varberg på EB, med 104 startande.
De tävlingar vi genomfört under säsongen har haft
bra arrangörer och tävlingarna har kunnat
genomföras på ett sportsligt och bra sätt som
möjligt. Vi har också noterat att
resultatrapporteringen i HCP-Online samt
ambitionen att redovisa resultat via Bangolf Arena
direkt på internet är fortsatt positivt. Arbetet med 
att uppdatera spelregler och andra
tävlingsbestämmelser är ständigt pågående 
 
Tävling 
Tävlingsåret började med svenska cupen på EB i
Landskrona. 20 lag anmälde sig till tävlingen där
Uppsala BGK stod som slutsegrare.  
Under mars månad så spelades traditionsenligt
Tjejfemman, denna gång i Borås på deras
inomhusanläggning, med 5 deltagande distrikt, 9
lag och totalt 56 spelare. Segrade gjorde
Mellansvenska lag 1. Senare under hösten så
avgjordes även Mixed-SM på samma anläggning
med totalt 58 deltagande par från 37 föreningar. 

Våra Svenska Mästerskap har spelats under året
där vi började med SM i Varberg 27-29 juni på
Europabanan. Vi spelade 2 dagar med slagspel
under torsdag-fredag och matchspel på lördagen
och vi korade svenska mästare i slagspel,
matchspel samt i 3-mannalag som även var
grunden till kvalet för att representera Sveriges
damlag i Champions League. NextLive
streamade från tävlingen och kunde ses via vår
hemsida. 

OTSM spelades 10-14 juli i Örebro med 134
spelare, 20 st 3-manna lag deltog och tävlingen
avslutades med 5-manna lagtävling med 9st lag. 
USM spelades 26-28 juli i Skoghall på betong
och filt. 40 ungdomar från 14 klubbar deltog. 
SAGM spelades i Sundsvall, 31 augusti-1
september med 102 spelare från 22 klubbar,
varav 3 utländska och 22st 3-manna lag. 

Tjejfemman i Borås

OTSM i Örebro
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Årsberättelse 2024 
2024 spelade vi inte inomhus-SM som vanligt, vi
fick en plats på SM-veckan i Borås i februari
2025, och vi blev 82 spelare där. SVT sände
både från slagspel och matchspel 
I år spelades Elitseriens sista omgång i Skoghall
på betongbanan. 

Seriespelet 2024 bestod av 13 grupperingar (2
fler än 2023), Elitserien, Elitettan, 2st division 1,
4st division 2 samt 5st division 3. Totalt har 79
lag deltagit fördelat på 56 föreningar. 
Under året har vi haft 2504 startande på utomhus
på nationella tävlingar, inomhus vår och höst
2530 startande. 

Mixed-SM i Borås

Elitserien i Skoghall

SM i Varberg - Damlagens prispall

SAGM i Sundsvall
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Årsberättelse 2024 
Vi planerar även att förenkla själva hanteringen
genom att använda oss av systemet HCP-Online.
 
Domarkonferens 
Den årliga domarkonferensen blev även 2024
inställd på grund av olika omständigheter 
För att planera domare till de tävlingar som
spelades under året har vi haft ett gott samarbete
med samtliga domaransvariga i varje distrikt vid
domaruttagningar till tävlingarna. 
De tävlingar som avhållits under 2024 har samtliga
haft domare. Det börjar bli svårare att tillsätta
domare, som vi även känt av under 2023. För att
komma till rätta med problemet kommer en
utbildning i Örebro i mars 2025 för tävlingsledare
och domare. 
 
Doping/Alkotester 
Under året genomfördes inga alkotester. 
 
Domare 
Till vår hjälp har vi haft 6 domaransvariga som tar
ut domare inom sitt distrikt till nationella tävlingar
och seriespel upp till och med div 1. När
uttagningarna är klara skickar berörd
domaransvarig uttagningarna till den ansvarige i
ToRK. Kommittén ansvarar själva för uttagning av
domare till mästerskapstävlingar, elitserien.
Fortbildning av förbundsdomare till
”mästerskapsdomare” som i första hand ska döma
mästerskapstävlingar. 2024 var ett normalt
tävlingsår med tävlingar i stort sett varje helg. Här
har varje domaransvarig i varje distrikt gjort ett bra
arbete tillsamman med ToRK som vi kan vara
nöjda med. 

Banbyggare 
Kontakt med banbyggare har förekommit under
året. Även kontakter med kommuner och övriga
som är intresserade av bangolf har förekommit
under 2024. 

Regler/Tävlingsbestämmelserna  

Nya tävlingsbestämmelser att gälla inför säsongen
2024. 

Tillägg 17.1 Inbjudan: Spelare/Ledare med
skyddad identitet ombedes kontakta
tävlingsledningen i god tid innan tävlingens start. 
Tillägg 17.2 Klassindelning: Vid byte av juridiskt
kön sker klassbytet den 1 oktober. 
Tillägg 19.4 Rätt att delta: Spelare som deltar i
seriespel ska ha en registrerad spelarlicens för
den förening denne representerar. För div. 2 & 3
har man möjlighet att låna in max 2 spelare från
annan förening med godkänt låneavtal från
förbundet. Se separat blankett i
dokumentbanken 
Tillägg 19.17 Spelplatser: För Elitserien kan
hänsyn tas till vart Champions League kommer
att spelas och dess underlag.  

En översyn av våra regler och bestämmelser jämfört
med WMF startade under november månad 2024.
Arbetet kommer att pågå under 2025. 
 
Besiktning  
Det har varit en hel del besiktningar av nya
anläggningar både filt och MOS-banor under 2024.
Ett stort antal gamla anläggningar har åter
besiktigats under året. Vi har idag en god kontroll
över besiktade och godkända banor för tävling. 
MOS-banor (Äventyrsgolf) har kommit för att stanna
inom vår organisation. Det ser mycket bra ut inför
framtiden.  

ToRK ansvarar för att besiktningar blir godkända 
och att den blir införd HCP-Online av den ansvarige 
i ToRK med allt vad det innebär av registrering.
Hinderkombinationer och förändringar av 
hindertyper är något som ligger under ToRK’s
verksamhetsområde. Under året har vi även skickat
våra godkända besiktningar till WMF från åren 2022-
2024. 
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Det finns idag inte så många banbyggare
kvar i Sverige. Kontakt har tagits vid behov
när det gäller nybyggnation och reparation
av befintliga banor samt besiktningar.
Utveckling av nya hinderkombinationer och
banor finns ständigt med i vår verksamhet.
Många klubbar ringer till oss när de vill byta
hinder på redan besiktad anläggning där fina
och värdefulla kontakter har förekommit
under året 

Övrigt  
Under året har det förekommit ett gott
samarbete inom ToRK mellan tekniska och
tävling när det gäller regler och
tävlingsbestämmelser samt
utbildningskommittén var avser utbildning i
regelkunskap, distriktsdomare och
förbundsdomare. Samarbetet kommer att
fortsätta i oförminskad takt.  

Vill framföra ett stort tack till samtliga
domare, besiktare, utbildningsansvariga
samt övriga funktionärer och inte minst
förbundets kansli för ett mycket gott
samarbete under året.  
ToRK som kommitté kommer att delas upp
under 2025.  

Den största förändringen är att all
tävlingsverksamhet samlas i Sport- och
tävlingskommittén. Nya ToRK blir en
funktionärs-och regelkommitté med ansvaret
för domare, tävlingsledare och besiktningar.
De kommer 
också ansvara för tävlingsreglerna och
tävlingsbestämmelserna samt ev.
tävlingsrelaterade ärenden såsom protester.  

Svenska Bangolfförbundet 2024 Sida 26
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Ungdomskommittén 

Jesper Lindberg, Örnsköldsviks MGK 
Fredrik Tagesson, Skoghalls BGK 
Maria Möller, Gullbergsbro BGK 
Malin Vikström, Umeå BGK 
Jo-Ann Lundin, Örnsköldsviks MGK 
Johanna Lindoff, Uppsala BGK 
Lars Björk, Umeå BGK 

Snöflingan 
I början av mars 2024 avgjordes årets Snöflinga i
Munktell Arenan, där tävlingen spelades på deras
fina EB-anläggning. Våra ungdomar, juniorer och
U23 fick representera sina distrikt i tävlingen. Totalt
deltog 45 ungdomar från hela Sverige, vilket var
väldigt roligt att se. 

Tävlingen började med fyra varv på lördagen. Efter
första tävlingsdagen var det väldigt jämnt i
ungdomsklassen. Öst "Spam Mejl" ledde med fyra
poäng över Mellan "Mellanakten" i
ungdomsklassen. I junior/U23-klassen ledde Öst
"Jaaa Heej!" med 14 poäng över Mellan
"Bringbackmojje" efter första dagen, vilket gav dem
ett stort försprång inför finaldagen. 

Inför finaldagen var det jämnt. Dagen inleddes med
ett varv till lagtävlingen, därefter spelades ett varv
till för individuella resultat. I ungdomsklassen vann
Mellan-laget "Mellanakten", som bestod av
Amanda Eriksson, Emanuel Lippert, Rasmus
Humbla och Elias Kandevik. Det blev samma antal
poäng för Mellan och Öst, så det avgjordes på
antalet slag istället. I junior/U23-klassen vann Öst
"Jaaa Heej!", som bestod av Jonathan Lindoff,
Emilia Björklund, Filip Björklund och Alison Spets,
över Mellan med hela 16 poäng. Individuellt i
ungdomsklassen vann Carl Elfström, Tuve Tigers,
med ett snitt på 23,8 och totalt 143 slag, fem slag
före Elias Wejsfelt som vann silver.

I juniorklassen blev det väldigt jämnt ända in i
det sista. Det skiljde inte många slag mellan
första och fjärde platsen, endast två slag.
Melker Rundqvist, Kungälvs BGK, vann med
endast ett slag över Albin Leanders, Hofors
BGK. Det blev även sudden mellan Emilia
Björklund och Albin Leanders, som båda hade
155 slag, där Albin vann sudden och fick andra
platsen. 

I U23-klassen var det minst sagt jämnt. Filip
Björklund vann med endast ett slag över
Jonathan Arab-Ekman och Anton Eriksson, som
båda hade samma resultat på 133 slag. De
spelade sudden, som avgjordes på bana 8 där
Jonathan Arab-Ekman vann. Som representant
från kommittén hade vi Fredrik Tagesson. 

Vårblomman, Skoghall (Filt + Betong) 
Årets läger hade ett deltagarantal på 30
personer och tillsammans med alla ledare och
föräldrar var vi 51 personer som fick uppleva
många fina dagar i Skoghall. 
Från ungdomskommittén var Jesper Lindberg
och Fredrick Tagesson på plats och till sin hjälp
hade de ledarinsatser från Marcus Ljungblad,
Tommy Fröjd, Lina Lennestål och Rasmus
Bergqvist. Utöver detta kom även en ett inslag
från den regerande världsmästaren Ulf
Kristiansson. 

Snöflingan 2024

Årsberättelse 2024 
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Lägret bjöd på många spel på mos och filt, men
även flera andra roliga sommaraktiviteter såsom
bad i iskalla Vänern, kubb, 5 kamp och mycket
glass. 

Stort tack till Skoghalls BGK och alla medföljande
föräldrar och ledare som hjälpte till så vi fick med
oss många roliga minnen från Skoghall. 
Ungdoms-SM, Skoghall (Filt) 26 juli 2024 (Betong)
28 juli 2024.  

Ungdoms-SM 2024 genomfördes på Skoghalls
BGK´s anläggningar. Kommittén kunde även detta
år med glädje konstatera att man åter funnit
arrangör med två underlag. Totalt deltog 35
ungdomar dessa fördelades på 11 tjejer och 24
killar. Många var på plats tidigt under veckan för att
kunna träna på anläggningen. 
Arrangören kunde erbjuda två högklassiga
underlag som var utmanande på olika sätt. 
 
Tävlingarna genomfördes den 26 juli på filt med 3
varv för A och B ungdom C ungdom 2 varv och den
28 juli på betong A och B ungdom 4 varav C
ungdom 3 varav. 

Det var två spännande dagar som fick avgöras
med sudden på filten för Flickor B om 2: a och 3:e
plats och för pojkar A om 1: a och 2: a plats. 
Även betongen fick avgöras på sudden för pojkar A
1: a och 2: a sam 3:e och 4:e plats. 
Vädret var med oss dessa dagar lite regn kom
under betongen men försvann snabbt. 
Pris som bästa SM-klubb blev Skoghalls BGK.  
Förbundsrepresentanter var Fredrik Tageson,
Malin Vikström och Jo-Ann Lundin 
Tävlingsansvarig var Mikael Sjöblom. 

HÖSTLÖVET, läger och utbildningsdagar i
Eskilstuna, 31 oktober till 3 november 2024. 
Årets arrangemang hade 69 deltagare och totalt
med ledare och föräldrar var vi 113 personer på
plats. Fokusområde för Höstlövet 2024 var
Bangolfskoj.  

Nytt för i år var att vi i hade en grupp med juniorer
där fokus bland annat var inriktat på tävling samt
juniorlandslag. Där vi hade landslagsspelarna Carl-
Johan Ryner och Fredrik Persson som ledare. 
Många roliga aktiviteter förutom bangolf både på
EB och FILT genomfördes. Ex pingis, bowling,
Leos lekland, filmkväll, sällskapsspel, bollspel och
föreläsningar. Föreläsare var mental coach Lennart
Augustsson, Fredrik Tageson juniorlandslagets
förbundskapten och Tuula Mörk som är domare i
bangolf pratade om regelkunskap mm. 

Till kommitténs hjälp fanns Jesper Lindberg,
Rasmus Bergqvist, Carl-Johan Ryner, Fredrik
Persson, Eddie Söderlund och Lina Lennestål, för
att leda de olika grupperna. 
Ledare och föräldrar gjorde att fantastiskt jobb för
att hålla ihop grupperna och se till att ungdomarna
hade ett roligt läger. 

Vi vill även lyfta de föräldrar som gjorde det möjligt
att vi själva kunde servera lunch och kvällsmål
varje dag. Detta testades redan förra året och vi
tycker det fungerar bra. Man får lära känna även
andra föräldrar genom detta. 

Vi tackade även av Maria Möller och Fredrik
Tageson som valt att kliva av ungdomskommittén.  
På plats var även Malin Vikström och Jo-Ann
Lundin från ungdomskommittén. 

Höstlövet 2024

Årsberättelse 2024 
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Årsberättelse 2024 
Projekt

Trygg Idrott 
Svenska Bangolfförbundet har beviljats
ekonomiskt stöd från Riksidrottsförbundet under
2 år (2024–2025) för att arbeta med trygg idrott,
kopplat till rutiner och strukturer. Under året har vi
gjort en större kartläggning genom två enkäter,
en som riktade sig till medlemmar och en som
riktade sig till klubbarna. Kartläggningen visade
på brister när det gäller klubbarnas rutiner
kopplade till området trygg idrott. Exempelvis
saknar de flesta klubbarna en krishanteringsplan
och det är otydligt vart man som medlem vänder
sig om man blir utsatt för kränkning eller liknande
beteenden. Majoriteten av de som svarat på
enkäten känner inte till förbundets värdegrund.

Utifrån denna kartläggning har vi arbetat med att
tydliggöra kontaktvägar och synliggöra
stödmaterial på förbundets hemsida. Vi har också
tagit fram en krishanteringsplan för förbundet och
två nya policydokument, trafik- och AI policy.
Arbetet med att ta fram en utbildning för
klubbarna har påbörjats och ska lanseras under
2025. Det ska i sin tur leda till en certifiering av
klubbarna.  

Genom arbetet med varumärkesplattformen har
vi synliggjort förbundets värdegrund. För att
stärka det ytterligare kommer värdegrunden
finnas med som ett förbundsmötesbeslut 2025. 

Tillsammans analyserade vi alla administrativa
rutiner som vi har inom organisationen. I
september fick vi ta del av Softhouse rapport
gällande förslag till effektiviseringar samt även
prioriteringar. 

De prioriterade områdena att arbeta vidare med
är dokumenthanteringssystem, digitalisera
domarrapporter och besiktningsrapporter samt
skapa en ny hemsida i det system som de flesta
av idrottsförbunden använder. Vi ser också över
behovet av rapporter kopplat till statistik som
WMF och RF efterfrågar. Vi har inför 2025
beviljats ytterligare stöd från RF för att fortsätta
arbetet och då med koppling till att förbereda för
användandet av AI. I slutet av året deltog
kansliets personal i två utbildningar, Office 365
och grundläggande kunskaper i AI. 

Digitalisering 
Svenska Bangolfförbundet beviljades ekonomiskt
stöd från Riksidrottsförbundet under 2024 kopplat
till digitalisering. Målet med stödet var att skapa
förutsättningar inom det digitala området för att
identifiera digitala system och tjänster som är
bäst lämpad för förbundens verksamhet. 
Arbetet genomfördes med hjälp av Softhouse AB
och kansliets personal deltog på 5 workshops
under våren 2024. 
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Årsberättelse 2024 
65+ 
Under 2024 ingick SBGF i en av RF:s fem
utvecklingsgrupper 65 + där
specialidrottsförbund och RF-SISU distrikt
samverkar för att få fler äldre i rörelse.
Gruppen har under våren haft ett antal möten,
både fysiska och digitala, där fokus har legat
på att diskutera och utveckla olika idéer och
koncept för att komma i kontakt med äldre
som idag står utanför idrotten. Under hösten
genomfördes sedan ett antal pilotprojekt för
att testa några av koncepten gruppen hade
tagit fram. Akalla Kanaan 98 BGK och BGK
Linjen ställde upp som pilotföreningar för
Bangolfen och genomförde var sitt projekt i
samverkan med SBGF:s projektledare. Båda
projekten var mycket lyckade och kommer nu
att utvärderas av utvecklingsgruppen som
kommer att fortsätta sitt arbete under 2025. 

1-3 oktober 2024 var Bangolfen en av de
idrotter som var representerade i Idrottens
monter på Seniorfestivalen (tidigare
Seniormässan) i Älvsjömässan i Stockholm.
SBGF:s projektledare tillsammans med
medlemmar från Akalla Kanaan 98 BGK var
på plats och bemannade en mobil filtbana där
mässbesökarna kunde prova på bangolf. En
aktivitet som var mycket populär och
uppskattad av seniorerna. Många stannade till
för att prova på, dela gamla bangolfminnen
eller bara för att ta en paus och prata en liten
stund. 
Under 2024 kunde SBGF via projektmedel
från RF erbjuda sina medlemsföreningar
ekonomiskt stöd för att starta upp och/eller
utveckla sin verksamhet för 65+. 12
föreningar sökte och beviljades stöd: Hjelmsjö
BGK, Gullbergsbro BGK, Linköpings BGK,
Ålbrons BGK, Malmö BGK, Haga BGK, BGK
Kärnan, MGK Warberg, Olofströms BGK,
Hofors BGK, Skellefteå BGK och Umeå BGK.  

Parabangolf 
Svenska Bangolfförbundet har under 2024 haft
en deltidsanställd projektledare för
parabangolf.  
SBGF:s projektledare representerade
bangolfen vid olika nätverksträffar och deltog
på diverse mötesplatser med fokus på idrott för
personer med funktionsnedsättning. En av
mötesplatserna där SBGF var representerad
var mötesplatsen ”Samverkan för Inkluderande
Idrott” som arrangerades av
Riksidrottsförbundet i samarbete med Svenska
Parasportförbundet. Syftet med träffen var att
främja samverkan mellan specialidrottsförbund
och RF-SISU distrikt i det gemensamma
arbetet kring inkluderande idrott för personer
med funktionsnedsättning och huvudfokus låg
på erfarenhetsutbyte och goda exempel inom
områdena utbildning, rekrytering och
delaktighet.  

Seniorfestivalen i Älvsjömässan 2024
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Årsberättelse 2024 
Den 7 december genomförde SBGF:s
projektledare, tillsammans med representanter
från fem andra specialidrottsförbund en prova-på
aktivitet i Solnahallen i Stockholm. Under tre
timmar kunde barn och unga vuxna med olika
typer av funktionsnedsättningar och deras
anhöriga och vänner kostnadsfritt prova på
bangolf, skytte, bowling, boccia, discgolf och
casting. Konceptet var mycket lyckat och
uppskattat av deltagarna och kommer
förhoppningsvis att leva vidare under 2025. 

Den 7-8 december genomfördes även en
utbildning med fokus på parasport och
inkluderande ledarskap. Deltagarna utbildades
bland annat inom Parasportens grunder och fick
lära sig mer om hur man leder grupper med
personer med NPF diagnoser. De passade
dessutom på att varva teori med praktik genom
att besöka prova-på aktiviteten som pågick i
Solnahallen samma helg. 

Under 2024 skapades en egen undersida för
parabangolf på förbundets hemsida där
föreningar bland annat kan hitta material och
information om utbildningar inom parasport samt
läsa mer om vad föreningen kan göra för att nå
ut till paraidrottare. 

Varumärkesarbete 
Bangolfen har länge varit i behov av en stabil
grund att stå på kommunikativt.  
För att den operativa kommunikationen ska få
effekt behövde varumärket helt enkelt stärkas
och tydliggöras. Synliggörande handlar om att
plocka fram rätt saker, vid rätt tillfälle och för
rätt personer. För att kunna jobba så behövs
en stabil och förankrad grund att stå på.
Grunden heter i det här fallet varumärkes- och
kommunikationsplattform 

Under 2024 har Emelie Hedberg arbetat med
att ta fram Bangolfens varumärkesplattform.
För att kunna kommunicera bangolfen och få
den synlighet vi önskar har vi behövt göra ett
större strategiskt arbete med vårt varumärke
som idrott. Där vi tänkt igenom vilka vi är och
vad som är bra med oss. Det kräver att vi vet
vad vi vill och vilket löfte vi kan ge andra. Nu
har vi tillsammans genomfört arbetet och lagt
grunden i det omfattande och viktiga
strategiska arbetet som kommunikationen
framåt ska utgå ifrån.  

Synliggörande och kommunikation kräver
tydlighet, transparens och trovärdighet. Därför
har det strategiska arbetet fokuserat på att
skapa just det. Nu när grunden finns kan vi
skapa synlighet för bangolfen som varumärke.
Nu ska vi jobba med att plocka fram rätt saker,
vid rätt tillfälle och för rätt personer. Det
arbetet börjar nu! 

Prova-på aktivitet i Solnahallen

Transaktion 09222115557541382770 Signerat HL, HB, LB, EB, IE, SG, ÅJ, UK, JL, MS, ES



Bangolfskoj 
Under 2024 arbetade vi med att ta fram ett nytt
koncept ”Bangolfskoj”. Syftet med konceptet är
dels att stödja ledare i hur man planerar och lär
ut sporten bangolf till nybörjare, dels att
synliggöra sporten genom varumärket
Bangolfskoj. Materialet består av 10 lektioner
med uppvärmning, övningar och utmaningar, 4
filmer i grundläggande teknik och
marknadsföringsmaterial. Vi har tagit fram t-
shirts med ”loggan” som klubbarna kan beställa
till sina deltagare. 
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Årsberättelse 2024 
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Tävlingsresultat 2024 

EM 25–28 september
Zaton (CRO) 

OPEN CATEGORY WOMEN
1. Sarah Schumacher (GER) 282 
2. Vanessa Peuker (GER) 286 
3. Stefanie Blendermann (GER) 290 
4. Karin Olsson (SWE) 299 
5. Marielle Svensson (SWE) 300 
7. Alva Kvarnström (SWE) 308 
9. Julia Sjöberg (SWE) 311 

OPEN CATEGORY MEN
1. Yannick Müller GER) 272 
2. Alexander Princis (SWE) 275 
3. Fredrik Persson (SWE) 275 
8. Erik Nilsson (SWE) 284 
13. Amir El Quachani (SWE) 289
30. Marcus I Andersson (SWE)  
40. Johan Rydberg (SWE) 
44. Ulf Kristiansson (SWE) 

TEAMS MEN 
1. Germany 1120 
2. Czech Republic 1151 
3. Sweden 1166 

 
TEAMS WOMEN 
1. Germany 578 
2. Sweden 617 
3. Italy 636

MATCHPLAY WOMEN 
1. Sarah Schumacher (GER) 
2. Julia Sjöberg (SWE) 
3. Stefanie Blendermann (GER) 

SEMIFINAL 
Karin Olsson (SWE) 

KVARTSFINAL 
Marielle Svensson (SWE) 

8-DELS FINAL 
Alva Kvarnström (SWE) 

 

MATCHPLAY MEN 
1. Marek Smejkal (CZE) 
2. Yannick Müller (GER) 
3. Daniel Moser (SCH) 

KVARTSFINAL 
Alexander Princis (SWE) 

8-DELS FINAL 
Amir El Quachani (SWE) 

16-DELS FINAL 
Fredrik Persson (SWE) 
Erik Nilsson (SWE) 
Marcus I Andersson (SWE) 
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Tävlingsresultat 2024 

Junior-VM 6–10 augusti 
Voitsberg (AUT)

FEMALE YOUTH 
1. Elena Weber (GER) 322 
2. Annika Sophia Hensel (GER) 331 
3. Isabell Möller (SWE) 337 
8. Rebecka Johansson (SWE) 350 
12. Amanda Eriksson (SWE) 
13. Jill Spets (SWE) 
  
MALE YOUTH 
1. Erik Nilsson (SWE) 295 
2. Patrick Schleich (AUT) 296 
3. Dominik Šebor (CZE) 300 
12. Melker Rundqvist (SWE) 315 
15. Elias Kandevik (SWE) 322 
18. Albin Leanders (SWE) 
21. Nils Matton (SWE) 
26. Carl Elfström (SWE) 
33. Elias Wejsfelt (SWE) 
 
NATIONAL TEAM YOUTH MALE
1. Germany 1259 
2. Sweden 1297 
3. Austria 1302 
 
NATIONAL TEAM YOUTH FEMALE 
1. Germany 664 
2. Austria 684 
3. Sweden 695 

MIXED PAIRS
1. Hensel/Buchwieser (GER) 100 
2. Tupa/Sebor (CZE) 102 
3. Eriksson/Kandevik (SWE) 104 
9. Johansson/Nilsson (SWE) 109 
10. Möller/Rundqvist (SWE) 111 
14. Spets/Leanders (SWE) 121 

MATCHPLAY FEMALE YOUTH 
1. Sofie Künstner (AUT) 
2. Amanda Eriksson (SWE) 
3. Johanna Winterhoff (GER) 

KVARTSFINAL 
Rebecka Johansson (SWE) 
Isabell Möller (SWE) 
 
 
MATCHPLAY MALE YOUTH 
1. Luis Buchwieser (GER) 
2. Sky Joèl Kaspar (GER) 
3. Jonas Rabe (GER) 

KVARTSFINAL 
Elias Wejsfelt (SWE) 
Carl Elfström (SWE) 

8-DELS FINAL 
Melker Rundqvist (SWE) 
Erik Nilsson (SWE) 
Nils Matton (SWE) 
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Tävlingsresultat 2024 

OT-VM 7-10 augusti
Canegrate (ITA) 

SENIOR WOMEN 
1. Alexandra v. d. Knesebeck (GER) 326 
2. Claudia Schuster (AUT) 335 
3. Gerlinde Krämer (AUT) 337 
13. Ingela Eriksson (SWE) 
14. Jessica Rosén (SWE) 
25. Annelie Lundell (SWE) 
DNF. Linda Lundberg (SWE) 
 
SENIOR MEN  
1. Bernd Gaida (AUT) 309 
2. Peter Eriksson (SWE) 314 
3. Florian Wietz (GER) 315 
20. Jon Björklund (SWE) 
21. Stefan Björk (SWE) 
22. Daniel Ågren (SWE) 
26. Robert Gustavsson (SWE) 
29. Magnus Mårtensson (SWE) 
34. Stefan Viberg (SWE) 

WOMEN TEAMS 
1. Germany 685 
2. Czech Republic 706 
3. Schweiz 706 
6. Sweden 716 

MEN TEAMS
1. Germany 1292 
2. Austria 1296 
3. Sweden 1327 

MATCHPLAY WOMEN 
1. Alexandra v. d. Knesebeck (GER) 
2. Petra Vosmikova (CZE) 
3. Claudia Schuster (AUT) 

8-DELS FINAL 
Jessica Rosén 
Ingela Eriksson 
 
MATCHPLAY MEN 
1. Marcus Büdenbender (GER) 
2. Roger Andregg (SUI) 
3. Daniel Ågren (SWE) 

KVARTSFINAL 
Peter Eriksson (SWE) 

16-DELS FINAL 
Jon Björklund (SWE) 
Stefan Björk (SWE) 
Robert Gustavsson (SWE) 
Magnus Mårtensson (SWE) 
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Tävlingsresultat 2024 

SAGM 2024 Sundsvall, 
31 aug-1 sep 

Oldtimers herr 
1. Åke Rosander Sundsvalls BGK 167 
2. S-I Mellqvist Sundsvalls BGK 169 
3. Peter Söderlund Sundsvalls BGK 170 
 
Oldtimers dam 
1. Mari Hinds Gullbergsbro BGK 187 
2. Birgitta Malmgren Örnsköldsviks MGK 198 
3. Gunilla Castenäs Sundsvalls BGK 207 
 
Damjunior 
1. Angelina Thelin Örnsköldsviks MGK 237 
 
Herrjunior 
1. Oscar Holmlund Sundsvalls BGK 175 
2. William Forslund Skönsbergs SK 190 
3. Olle Östman Sundsvalls BGK 192 

Damer 
1. Angelica Edfeldt Sundsvalls BGK 180 
2. Mariell Dahlin Darebro Örnsköldsviks MGK 198 
3. Ronja Bane Bergendorff Sundsvalls BGK 207 
 
Herrar 
1. Mattias Hägglöf Sundbybergs BGK 166 
2. Joakim Ring Sundsvalls BGK 168 
3. Erik Hjalmarsson Skönsbergs SK 169 
 
Lag 3-manna 
1. Sundsvalls BGK (3) 506 
2. Skönsbergs SK 523 
3. Sundsvalls BGK (2) 523 
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Tävlingsresultat 2024 

SM Inomhus 2024 Borås 
6-8 februari 2025 

Öppen klass herrar 
1. Erik Nilsson Sjövikens IF 129 
2. Patrik Jönsson BGK Jönköping 132 
3. Robin Andersson Örebro BGK 136 
 

Öppen klass damer
1. Julia Sjöberg Skoghalls BGK 155 (sd) 
2. Mia Vuorihovi Uppsala BGK 155 (sd) 
3. Marielle Svensson BGK Jönköping 160 
 

Matchspel herrar 
1. Marcus I Andersson Kungälvs BGK 
2. Patrik Jönsson BGK Jönköping 
3. Per Olof Isaksson Sjövikens IF 

Matchspel damer 
1. Amanda Eriksson Skoghalls BGK 
2. Julia Sjöberg Skoghalls BGK 
3. Mia Vuorihovi Uppsala BGK 

SM Mixed 2024 Borås 
19-20 oktober 2024
 

OT klass 
1. M Jänsby/ A Niord Gullbergsbro BGK 184 
2. A Pettersson/ M Möller Linköpings BGK/ 
Gullbergsbro BGK 185 
3. M Sörström/ S Johansen MGK Warberg 191 
 
 

Öppen klass 
1. J Rydberg/ J Göransson Uppsala BGK/ 
BGK Jönköping 176 
2. R Lindqvist/ M Svensson Skoghalls BGK/ 
BGK Jönköping 177 
3. A Princis/ A Eriksson Skoghalls BGK 178 

Elitserien 2024
 

1. Skoghalls BGK 40 poäng 
2. Uppsala BGK 26 poäng 
3. Kungälvs BGK 23 poäng 
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Tävlingsresultat 2024 
SM 2024 Warberg, 
27-28 juni 2024, EB 
 
Herrjunior 
1. Carl Elfström Tuve Tigers BGK 141 
2. Melker Rundqvist Kungälvs BGK 142 
3. Elias Kandevik Skoghalls BGK 147 

Damjunior 
1. Rebecka Johansson Skoghalls BGK 148 
2. Amanda Eriksson Skoghalls BGK 153 
3. Jill Spets Uppsala BGK 154 

Damer 
1. Jennifer Göransson BGK Jönköping 126 
2. Karin Olsson Uppsala BGK 128 
3. Julia Sjöberg Skoghalls BGK 136 

Herrar 
1. Peter Eisenschmidt Tantogårdens BGK 120 
2. Simon Junker Tantogårdens BGK 127 
3. Johan Rydberg Uppsala BGK 127 
 
Lag 3-manna Dam 
1. Uppsala BGK 273 
2. BGK Jönköping 275 
3. Gullbergsbro BGK 291 
 
Lag 3-manna Herr 
1. Tantogården 252 
2. Skoghall BGK (1) 263 
3. Uppsala BGK 263 

Matchspel Dam 
1. Karin Olsson Uppsala BGK 
2. Marielle Svensson BGK Jönköping 
3. Jennifer Göransson BGK Jönköping 

Matchspel Herr 
1. Jesper Lindberg Kungälv BGK 
2. Peter Eriksson  Skoghall BGK 
3. Mikael Reszke MGK Warberg 

OT-SM 2024 Örebro, 
10-14 juli 2024, filt 
 
Herrveteran 
1. Lennart Jansson Örebro BGK 232 
2. Stefan Viberg Örebro BGK 241 
3. Björn Carrö Södertälje BGK 243
 
Damveteran  
1. Lena Nilsson BGK Kärnan 290 
2. Marie.Louise Tunmats Örebro BGK 290 
3. Eva Prennfors Örebro BGK 292 

Oldgirls 
1. Jessica Rosén Örebro BGK 271 
2. Ingela Eriksson Djulö BGK 299 
3. Maria Möller Gullbergsbro BGK 300 
 
Oldboys 
1. Peter Eriksson Skoghalls BGK 230 
2. Robert Gustavsson Örebro BGK 242 
3. Tommy Bertelson BGK VK-78 252 

Lag 3-manna 
1. Örebro BGK (1) 559 
2. Örebro BGK (2) 559 
3. Eskilstuna BGK (1) 603 
 
Lag 5-manna 
1. Örebro BGK (1) 457 
2. Sundbyberg BGK 474 
3. Linköping BGK 502 
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Tävlingsresultat 2024 

Flickor A 
1. Amanda Eriksson Skoghalls BGK 135 
2. Moa Björklund Tantogårdens BGK 136 
3. Jill Spets Uppsala BGK 155 
 
Pojkar A 
1. Elias Kandevik Skoghalls BGK 112 
2. Carl Elfström Tuve Tigers BGK 112 
3. Nils Matton Skoghalls BGK 118 
 
Flickor B 
1. Hilda Gustavsson Ekebom Eskilstuna BGK 141 
2. Tea Paajanen Gullbergsbro BGK 179 
3. Amanda Ryner Uppsala BGK 179 

Pojkar B 
1. Emanuel Lippert Eskilstuna BGK 142 
2. Jesper Brodén Tuve Tigers BGK 153 
3. Elias Lindberg BGK Linjen 160 

Flickor C 
1. Manell Bane Sundsvalls BGK 94 
 
Pojkar C 
1. Ken Spets Uppsala BGK 69 
2. Kasper Näslund Sundsvalls BGK 85 
3. Agaton Witte BGK VK-78 89 

Öppen klass 
1. Milo Lindberg BGK Linjen 74 
2. Harry Lönnberg Skoghalls BGK 85 
3. Charlie Bengtsson Tornberg Skoghalls BGK 86 

Flickor A 
1. Elin Spets Uppsala BGK 96 
2. Moa Björklund Tantogårdens BGK 100 
3. Amanda Eriksson Skoghalls BGK 107 
 
Pojkar A 
1. Elias Kandevik Skoghalls BGK 91 
2. Carl Elfström Tuve Tigers BGK 91 
3. Linus Armandsson Norrtälje BGK 92 
 
Flickor B 
1. Millie Peterzon Nordlund Sundsvalls BGK 109 
2. Tea Paajanen Gullbergsbro BGK 113 
3. Hilda Gustavsson Ekebom Eskilstuna BGK 114 

Pojkar B 
1. Matteus Lundin Örnsköldsvik MGK 94 
2. Emanuel Lippert Eskilstuna BGK 103 
3. Jesper Brodén Tuve Tigers BGK 104 
 
Flickor C 
1. Manell Bane Sundsvalls BGK 155 
 
Pojkar C 
1. Ken Spets Uppsala BGK 99 
2. Kasper Näslund Sundsvalls BGK 145 
3. Agaton Witte BGK VK-78 159 
 
Öppen klass
1. Milo Lindberg BGK Linjen 112 
2. Harry Lönnberg Skoghalls BGK 118 
3. Benjamin Landsfried Skoghalls BGK 131 

USM 2024 Skoghall, 
28 juli 2024, betong 

USM 2024 Skoghall, 
26 juli 2024, filt 
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Tävlingsresultat 2024 

WAGM 
14–16 juni Brno, (CZE) 

FEMALE YOUTH 
1. Anna Musilová (CZE) 333 
2. Elena Teubler (GBR) 349 
3. Rebecka Johansson (SWE) 352 

MEN YOUTH 
1. Štěpán Vlček (CZE) 322 
2. Erik Nilsson (SWE) 323 

GENERAL CLASS WOMEN
1. Wilma Harrysson (SWE) 333 
2. Anna Lemon (CZE) 339 
3. Stefanie Emich (AUT) 347 
4. Alva Kvarnström (SWE) 352 

GENERAL CLASS MEN 
1. Jiří Kratochvil (CZE) 301 
2. Lukáš Kučera (CZE) 307 
3. Martin Skoupý (CZE) 309 
4. Jesper Lindberg (SWE) 310 
5. Erik Hjalmarsson (Skönsberg SK) 311 
7. Kevin Sundström (SWE) 314 
11. Gunnar Bengtsson (Askims BGK) 319 
 
FEMALE SENIOR 
1. Sandra Walker (FIN) 326 
2. Erika Musilová (CZE) 350 
3. Jessica Rosén (SWE) 353 

MEN SENIOR 
1. Dušan Fusek (CZE) 308 
2. Jiří Kocián (CZE) 310 
3. Ladislav Švihel (FIN) 311 
11. Martin Lundell (SWE) 326 
19. Pauli Kuikka (Askims BGK) 348 
27. Robert Majlöv (Askims BGK) 361 

OVERALL CATEGORY   
1. Jiří Kratochvil (CZE) 329 
2. Jiří Kocián (CZE) 336 
3. Dušan Fusek (CZE) 337 
7. Jesper Lindberg (SWE) 340 
8. Kevin Sundström (SWE) 340 
9. Erik Hjalmarsson (Skönsberg SK) 341 
18. Gunnar Bengtsson (Askims BGK) 349 
21. Erik Nilsson (SWE)  
28. Martin Lundell (SWE) 
33. Wilma Harrysson (SWE) 
47. Pauli Kuikka (Askims BGK) 
54. Alva Kvarnström (SWE) 
57. Rebecka Johansson (SWE) 
59. Jessica Rosén (SWE) 
63. Robert Majlöv (Askims BGK) 
 
TEAMS
1. Czech Republic 1 811 
2. Czech Republic 2 841 
3. Sweden 1 848 
9. Sweden 2 921 
 
MIXED FINAL 
1. Musilová/Skoupý (CZE) 58 
2. Teubler/Kukielka (GBR) 60 
3. Johansson/Nilsson (SWE) 61 
5. Harrysson/Lundell (SWE) 66 
6. Kvarnström/Lindberg (SWE) 68 
7. Rosén/Sundström 68 
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Tävlingsresultat 2024 

1. Uppsala BGK lag 1
2. Asarums BGK
3. Malmö BGK lag 1

Svenska Cupen 6–7/1–2024
BGK Linjen, Landskrona

Champions League Final
21-23/11-2024, BGK Linjen
Landskrona

TEAMS MEN
1. BGS Hardenberg-Pötter e.V. (GER)
2. Skoghalls BGK (SWE)
3. Mainzer MGC e.V. (GER)

TEAMS WOMEN 
1. Uppsala BGK (SWE) 
2. Mainzer MGC e.V. (GER) 
3. MGC Dormagen-Brechten e.V. (GER)
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dokument, inklusive de dolda bilagorna, kan bevisas matematiskt och oberoende av Scrive. För er 
bekvämlighet tillhandahåller Scrive även en tjänst för att kontrollera dokumentets integritet automatiskt 
på: https://scrive.com/verify

Verifikat
Transaktion 09222115557541382770
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Digital Signature Documentation

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Overview

2.1 Digital Signatures

2.2 Cryptographic Hash Functions

2.3 Key-based digital signatures

2.4 Keyless digital signatures for durability

2.5 Verifiable timestamps using keyless signatures

3. How to Verify the Evidence Package

3.1 Extracting the Signature

3.2 Parsing the Signature

3.3 Checking the Document

3.4 Checking the Signature

3.5 Checking the Publication

3.6 Conclusion

4. Hash Functions

5. Extracting the Signing Time

6. Extending the TimeSignature

7. References

1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-03-12 14:29:33.943332 UTC ±19 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      13.48.251.182

      

        

      

    

    		

      

        The initiator En kund hos Lexly (EkhL) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-06-10 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-03-12 14:30:18.939493 UTC ±19 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      90.227.105.139

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Helene Lindahl (HL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 14:30:37.696252 UTC ±19 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      90.227.105.139

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        Helene Lindahl (HL) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: Helene Maria Elisabeth Lindahl
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 90.227.105.139
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 14:30:39.213363 UTC ±19 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      90.227.105.139

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Helene Lindahl (HL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 14:31:39.543446 UTC ±20 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      90.227.105.139

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Helene Lindahl (HL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: Helene Maria Elisabeth Lindahl
  
ID number: 
  *Redacted by author*

  
IP: 90.227.105.139


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-12 14:34:20.292803 UTC ±21 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      94.191.140.12

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Eddie Söderlund (ES) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 14:34:35.042482 UTC ±21 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      94.191.140.12

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Mobile Safari/537.36

      

    

    		

      

        Eddie Söderlund (ES) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: EDDIE NIKLAS SÖDERLUND
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 94.191.140.12
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 14:34:37.159167 UTC ±21 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      94.191.140.12

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Eddie Söderlund (ES) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 14:40:36.491418 UTC ±23 ms

    		2025-03-12 13:41:02.447449 UTC

    		

      94.191.140.12

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Eddie Söderlund (ES) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: EDDIE NIKLAS SÖDERLUND
  
ID number: 
  *Redacted by author*

  
IP: 94.191.140.12


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-12 14:43:39.51172 UTC ±2 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      213.64.232.21

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Ingela Eriksson (IE) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 14:43:57.731144 UTC ±2 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      213.64.232.21

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        Ingela Eriksson (IE) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: INGELA ERIKSSON
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 213.64.232.21
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 14:43:59.33866 UTC ±2 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      213.64.232.21

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Ingela Eriksson (IE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 14:51:15.667496 UTC ±7 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      31.208.50.3

      

        Mozilla/5.0 (X11; CrOS x86_64 14541.0.0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36

      

    

    		

      

        The party Lars Björk (LB) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 14:51:56.278559 UTC ±8 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      31.208.50.3

      

        Mozilla/5.0 (X11; CrOS x86_64 14541.0.0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36

      

    

    		

      

        Lars Björk (LB) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: LARS BJÖRK
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 31.208.50.3
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 14:51:59.351217 UTC ±8 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      31.208.50.3

      

        Mozilla/5.0 (X11; CrOS x86_64 14541.0.0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36

      

    

    		

      

        The party Lars Björk (LB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 14:53:09.52052 UTC ±8 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      194.218.145.118

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Stefan Gillberg (SG) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 14:53:28.743649 UTC ±9 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      194.218.145.118

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        Stefan Gillberg (SG) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: Stefan Gillberg
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 194.218.145.118
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 14:53:31.016352 UTC ±9 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      194.218.145.118

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Stefan Gillberg (SG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 14:55:49.554537 UTC ±10 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      213.64.232.21

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Ingela Eriksson (IE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 14:58:28.902238 UTC ±12 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      213.64.232.21

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Ingela Eriksson (IE) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: INGELA ERIKSSON
  
ID number: 
  *Redacted by author*

  
IP: 213.64.232.21


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-12 14:59:30.995752 UTC ±12 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      194.218.145.118

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Stefan Gillberg (SG) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: Stefan Gillberg
  
ID number: 
  *Redacted by author*

  
IP: 194.218.145.118


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-12 14:59:45.847032 UTC ±13 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      90.231.16.103

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Safari/605.1.15

      

    

    		

      

        The party Mats Söderkvist (MS) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 15:00:02.467496 UTC ±13 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      90.231.16.103

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Safari/605.1.15

      

    

    		

      

        Mats Söderkvist (MS) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: Mats Olof Söderkvist
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 90.231.16.103
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 15:00:04.717388 UTC ±13 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      90.231.16.103

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Safari/605.1.15

      

    

    		

      

        The party Mats Söderkvist (MS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 15:00:53.42626 UTC ±13 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      90.231.16.103

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Safari/605.1.15

      

    

    		

      

        The document was signed by Mats Söderkvist (MS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: Mats Olof Söderkvist
  
ID number: 
  *Redacted by author*

  
IP: 90.231.16.103


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-12 15:01:01.755505 UTC ±13 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      31.208.50.3

      

        Mozilla/5.0 (X11; CrOS x86_64 14541.0.0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Lars Björk (LB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: LARS BJÖRK
  
ID number: 
  *Redacted by author*

  
IP: 31.208.50.3


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-12 15:27:29.300207 UTC ±30 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      83.185.82.156

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johanna Lindoff (JL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 15:27:43.601161 UTC ±31 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      83.185.82.156

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        Johanna Lindoff (JL) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: Johanna Amanda Madeleine Lindoff
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 83.185.82.156
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 15:27:46.841519 UTC ±31 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      83.185.82.156

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johanna Lindoff (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 15:32:53.239225 UTC ±34 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      83.185.82.156

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johanna Lindoff (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 15:40:02.223109 UTC ±39 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      83.191.188.159

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Ulf Kristiansson (UK) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 15:40:12.152652 UTC ±39 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      83.191.188.159

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Mobile Safari/537.36

      

    

    		

      

        Ulf Kristiansson (UK) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: LARS ULF KRISTIANSSON
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 83.191.188.159
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 15:40:13.921552 UTC ±39 ms

    		2025-03-12 14:41:04.703569 UTC

    		

      83.191.188.159

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Ulf Kristiansson (UK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 15:42:28.936882 UTC ±1 ms

    		2025-03-12 15:41:06.284269 UTC

    		

      83.191.188.159

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Ulf Kristiansson (UK) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: LARS ULF KRISTIANSSON
  
ID number: 
  *Redacted by author*

  
IP: 83.191.188.159


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-12 15:48:13.648188 UTC ±3 ms

    		2025-03-12 15:41:06.284269 UTC

    		

      83.185.82.156

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Johanna Lindoff (JL) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: Johanna Amanda Madeleine Lindoff
  
ID number: 
  *Redacted by author*

  
IP: 83.185.82.156


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-12 18:46:40.453173 UTC ±4 ms

    		2025-03-12 18:41:13.087189 UTC

    		

      213.89.56.109

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Elisabeth Brandt (EB) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-12 18:46:56.504644 UTC ±4 ms

    		2025-03-12 18:41:13.087189 UTC

    		

      213.89.56.109

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        Elisabeth Brandt (EB) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: Bernice Elisabeth Mathilda I Brandt
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 213.89.56.109
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-12 18:46:57.775715 UTC ±4 ms

    		2025-03-12 18:41:13.087189 UTC

    		

      213.89.56.109

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Elisabeth Brandt (EB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-12 18:50:26.512609 UTC ±6 ms

    		2025-03-12 18:41:13.087189 UTC

    		

      213.89.56.109

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Elisabeth Brandt (EB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: Bernice Elisabeth Mathilda I Brandt
  
ID number: 
  *Redacted by author*

  
IP: 213.89.56.109


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-13 10:56:45.849065 UTC ±2 ms

    		2025-03-13 10:41:49.007131 UTC

    		

      188.149.114.166

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/27.0 Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Åsa Jakobsson (ÅJ) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-13 10:57:21.249457 UTC ±2 ms

    		2025-03-13 10:41:49.007131 UTC

    		

      188.149.114.166

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/27.0 Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Åsa Jakobsson (ÅJ) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-13 10:57:37.601331 UTC ±2 ms

    		2025-03-13 10:41:49.007131 UTC

    		

      188.149.114.166

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/27.0 Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        Åsa Jakobsson (ÅJ) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: ÅSA JAKOBSSON
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 188.149.114.166
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-13 10:57:40.21513 UTC ±2 ms

    		2025-03-13 10:41:49.007131 UTC

    		

      188.149.114.166

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/27.0 Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Åsa Jakobsson (ÅJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-13 10:58:39.961256 UTC ±3 ms

    		2025-03-13 10:41:49.007131 UTC

    		

      188.149.114.166

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/27.0 Chrome/125.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Åsa Jakobsson (ÅJ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: ÅSA JAKOBSSON
  
ID number: 
  *Redacted by author*

  
IP: 188.149.114.166


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-13 13:53:22.385263 UTC ±10 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      78.72.162.171

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Hans Bergström (HB) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2025-03-13 13:53:36.79336 UTC ±10 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      78.72.162.171

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        Hans Bergström (HB) verified their 
  Swedish BankID
 identity through 
  the BankID network
  to access the document. 




Data returned from 
  the BankID network
:
  
Name: Hans Magnus Bergström
    
ID number: 
  *Redacted by author*

  
  
  
  
  
    
IP: 78.72.162.171
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  





Signature: 


  *Redacted by author*





Online Certificate Status Protocol (OCSP) Response:
  








      


    

  



  

  

    		2025-03-13 13:53:37.855583 UTC ±10 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      78.72.162.171

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Hans Bergström (HB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-13 14:00:32.547996 UTC ±15 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      78.72.162.171

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Hans Bergström (HB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Årsberättelse 2024 för signering" med transaktionsnummer 9222115557541382770.







Data returned from 
  the BankID network
:
  
Name: Hans Magnus Bergström
  
ID number: 
  *Redacted by author*

  
IP: 78.72.162.171


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-13 14:00:32.547996 UTC ±15 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-03-13 14:00:32.78472 UTC ±15 ms

    		2025-03-13 13:41:55.475196 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.18 ms

		standard deviation: 1.60 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.893%

		|e| < 5 ms: ≈99.807%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-01-30 22:03:53.600367 UTC and 2025-03-13 13:41:55.475196 UTC:







  		Time collected

  		Clock offset







  

    		2025-01-30 22:03:53.600367

    		0.5 ms

  





  

    		2025-01-30 23:03:57.153753

    		1.8 ms

  





  

    		2025-01-31 00:04:00.782047

    		-1.4 ms

  





  

    		2025-01-31 01:04:02.354798

    		-1.8 ms

  





  

    		2025-01-31 02:04:04.787031

    		-1.9 ms

  





  

    		2025-01-31 03:04:06.956117

    		-0.4 ms

  





  

    		2025-01-31 04:04:10.039169

    		-0.5 ms

  





  

    		2025-01-31 05:04:14.204086

    		2.0 ms

  





  

    		2025-01-31 06:04:16.263645

    		2.0 ms

  





  

    		2025-01-31 07:04:20.023826

    		-1.0 ms

  





  

    		2025-01-31 08:04:22.16769

    		2.5 ms

  





  

    		2025-01-31 09:04:23.939098

    		-0.8 ms

  





  

    		2025-01-31 10:04:25.687978

    		-1.5 ms

  





  

    		2025-01-31 11:04:27.63336

    		1.7 ms

  





  

    		2025-01-31 12:04:29.727017

    		-0.6 ms

  





  

    		2025-01-31 13:04:31.803646

    		0.7 ms

  





  

    		2025-01-31 14:04:33.554905

    		-0.1 ms

  





  

    		2025-01-31 15:04:35.944013

    		-4.4 ms

  





  

    		2025-01-31 16:04:37.564054

    		1.1 ms

  





  

    		2025-01-31 17:04:40.604019

    		0.3 ms

  





  

    		2025-01-31 18:04:42.406178

    		-1.6 ms

  





  

    		2025-01-31 19:04:45.622751

    		-0.2 ms

  





  

    		2025-01-31 20:04:49.227178

    		0.5 ms

  





  

    		2025-01-31 21:04:51.825251

    		1.5 ms

  





  

    		2025-01-31 22:04:53.624084

    		0.4 ms

  





  

    		2025-01-31 23:04:56.885437

    		-0.6 ms

  





  

    		2025-02-01 00:05:00.579817

    		0.3 ms

  





  

    		2025-02-01 01:05:02.294314

    		-1.0 ms

  





  

    		2025-02-01 02:05:04.434352

    		0.6 ms

  





  

    		2025-02-01 03:05:06.782351

    		-2.7 ms

  





  

    		2025-02-01 04:05:09.196721

    		1.6 ms

  





  

    		2025-02-01 05:05:11.737806

    		0.5 ms

  





  

    		2025-02-01 06:05:14.451416

    		2.4 ms

  





  

    		2025-02-01 07:05:16.093793

    		1.5 ms

  





  

    		2025-02-01 08:05:17.719532

    		0.6 ms

  





  

    		2025-02-01 09:05:19.448491

    		-1.2 ms

  





  

    		2025-02-01 10:05:21.969288

    		-1.0 ms

  





  

    		2025-02-01 11:05:23.707031

    		2.1 ms

  





  

    		2025-02-01 12:05:25.567517

    		0.3 ms

  





  

    		2025-02-01 13:05:27.531315

    		2.7 ms

  





  

    		2025-02-01 14:05:29.320563

    		-0.9 ms

  





  

    		2025-02-01 15:05:31.149605

    		3.2 ms

  





  

    		2025-02-01 16:05:33.851609

    		0.1 ms

  





  

    		2025-02-01 17:05:36.123876

    		-0.5 ms

  





  

    		2025-02-01 18:05:37.713016

    		0.7 ms

  





  

    		2025-02-01 19:05:40.899956

    		1.7 ms

  





  

    		2025-02-01 20:05:43.362108

    		0.2 ms

  





  

    		2025-02-01 21:05:45.824998

    		-2.6 ms

  





  

    		2025-02-01 22:05:47.984966

    		0.1 ms

  





  

    		2025-02-01 23:05:49.734618

    		-0.2 ms

  





  

    		2025-02-02 00:05:51.924693

    		-1.9 ms

  





  

    		2025-02-02 01:05:53.586004

    		-1.6 ms

  





  

    		2025-02-02 02:05:55.803722

    		-1.6 ms

  





  

    		2025-02-02 03:05:57.987128

    		-0.3 ms

  





  

    		2025-02-02 04:05:59.691174

    		0.8 ms

  





  

    		2025-02-02 05:06:01.645107

    		0.9 ms

  





  

    		2025-02-02 06:06:03.478024

    		1.8 ms

  





  

    		2025-02-02 07:06:05.20973

    		0.1 ms

  





  

    		2025-02-02 08:06:08.539448

    		2.4 ms

  





  

    		2025-02-02 09:06:10.806248

    		0.5 ms

  





  

    		2025-02-02 10:06:13.322154

    		0.0 ms

  





  

    		2025-02-02 11:06:15.09936

    		-1.4 ms

  





  

    		2025-02-02 12:06:16.882507

    		-0.6 ms

  





  

    		2025-02-02 13:06:19.029188

    		2.8 ms

  





  

    		2025-02-02 14:06:22.080397

    		-0.7 ms

  





  

    		2025-02-02 15:06:25.070211

    		0.6 ms

  





  

    		2025-02-02 16:06:26.831745

    		-1.3 ms

  





  

    		2025-02-02 17:06:28.884249

    		-2.6 ms

  





  

    		2025-02-02 18:06:30.856355

    		0.3 ms

  





  

    		2025-02-02 19:06:33.127994

    		-0.2 ms

  





  

    		2025-02-02 20:06:35.494752

    		0.5 ms

  





  

    		2025-02-02 21:06:37.918995

    		2.3 ms

  





  

    		2025-02-02 22:06:40.716776

    		2.3 ms

  





  

    		2025-02-02 23:06:44.385119

    		-0.3 ms

  





  

    		2025-02-03 00:06:46.715958

    		-1.1 ms

  





  

    		2025-02-03 01:06:48.956991

    		1.1 ms

  





  

    		2025-02-03 02:06:51.182607

    		-2.3 ms

  





  

    		2025-02-03 03:06:53.197566

    		1.9 ms

  





  

    		2025-02-03 04:06:56.73157

    		3.6 ms

  





  

    		2025-02-03 05:06:59.385441

    		2.0 ms

  





  

    		2025-02-03 06:07:01.974857

    		0.3 ms

  





  

    		2025-02-03 07:07:05.281383

    		0.3 ms

  





  

    		2025-02-03 08:07:07.965245

    		3.1 ms

  





  

    		2025-02-03 09:07:09.987149

    		2.0 ms

  





  

    		2025-02-03 10:07:11.556533

    		-0.6 ms

  





  

    		2025-02-03 11:07:13.202547

    		1.7 ms

  





  

    		2025-02-03 12:07:15.214027

    		0.3 ms

  





  

    		2025-02-03 13:07:17.893048

    		1.3 ms

  





  

    		2025-02-03 14:07:20.047067

    		1.3 ms

  





  

    		2025-02-03 15:07:22.52756

    		-0.7 ms

  





  

    		2025-02-03 16:07:24.76515

    		1.5 ms

  





  

    		2025-02-03 17:07:27.390105

    		1.6 ms

  





  

    		2025-02-03 18:07:30.722384

    		1.3 ms

  





  

    		2025-02-03 19:07:32.688556

    		1.0 ms

  





  

    		2025-02-03 20:07:35.060053

    		1.2 ms

  





  

    		2025-02-03 21:07:37.376638

    		2.1 ms

  





  

    		2025-02-03 22:07:39.276553

    		1.8 ms

  





  

    		2025-02-03 23:07:40.987339

    		-0.6 ms

  





  

    		2025-02-04 00:07:42.550844

    		0.8 ms

  





  

    		2025-02-04 01:07:44.846633

    		-2.8 ms

  





  

    		2025-02-04 02:07:47.295168

    		-3.2 ms

  





  

    		2025-02-04 03:07:48.998458

    		-3.5 ms

  





  

    		2025-02-04 04:07:50.514783

    		-0.7 ms

  





  

    		2025-02-04 05:07:52.585015

    		-0.8 ms

  





  

    		2025-02-04 06:07:54.336103

    		-0.2 ms

  





  

    		2025-02-04 07:07:56.947041

    		2.0 ms

  





  

    		2025-02-04 08:07:58.795203

    		0.7 ms

  





  

    		2025-02-04 09:08:00.535698

    		2.2 ms

  





  

    		2025-02-04 10:08:02.665207

    		-1.6 ms

  





  

    		2025-02-04 11:08:04.684203

    		2.8 ms

  





  

    		2025-02-04 12:08:06.672802

    		0.0 ms

  





  

    		2025-02-04 13:08:08.712853

    		-0.3 ms

  





  

    		2025-02-04 14:08:10.573139

    		-1.0 ms

  





  

    		2025-02-04 15:08:12.343933

    		-0.1 ms

  





  

    		2025-02-04 16:08:14.390233

    		1.3 ms

  





  

    		2025-02-04 17:08:16.575882

    		1.0 ms

  





  

    		2025-02-04 18:08:18.137538

    		-1.9 ms

  





  

    		2025-02-04 19:08:19.969913

    		1.4 ms

  





  

    		2025-02-04 20:08:22.511329

    		-1.0 ms

  





  

    		2025-02-04 21:08:24.970953

    		0.1 ms

  





  

    		2025-02-04 22:08:27.074984

    		0.9 ms

  





  

    		2025-02-04 23:08:29.25442

    		-2.9 ms

  





  

    		2025-02-05 00:08:32.68587

    		-2.1 ms

  





  

    		2025-02-05 01:08:34.31816

    		-6.4 ms

  





  

    		2025-02-05 02:08:36.656224

    		-0.9 ms

  





  

    		2025-02-05 03:08:39.039098

    		0.1 ms

  





  

    		2025-02-05 04:08:41.266032

    		-1.1 ms

  





  

    		2025-02-05 05:08:43.430852

    		-2.7 ms

  





  

    		2025-02-05 06:08:45.750551

    		-2.2 ms

  





  

    		2025-02-05 07:08:48.578117

    		-0.8 ms

  





  

    		2025-02-05 08:08:51.145749

    		-2.4 ms

  





  

    		2025-02-05 09:08:52.830246

    		3.7 ms

  





  

    		2025-02-05 10:08:55.25477

    		1.6 ms

  





  

    		2025-02-05 11:08:57.037309

    		1.4 ms

  





  

    		2025-02-05 12:08:58.601926

    		0.8 ms

  





  

    		2025-02-05 13:09:00.363293

    		1.5 ms

  





  

    		2025-02-05 14:09:02.448527

    		-0.6 ms

  





  

    		2025-02-05 15:09:04.211687

    		-0.7 ms

  





  

    		2025-02-05 16:09:06.285359

    		-0.7 ms

  





  

    		2025-02-05 17:09:07.96042

    		-0.1 ms

  





  

    		2025-02-05 18:09:11.048906

    		1.6 ms

  





  

    		2025-02-05 19:09:12.892237

    		3.4 ms

  





  

    		2025-02-05 20:09:15.273986

    		1.8 ms

  





  

    		2025-02-05 21:09:17.892839

    		-1.0 ms

  





  

    		2025-02-05 22:09:20.049806

    		-0.4 ms

  





  

    		2025-02-05 23:09:22.901467

    		1.3 ms

  





  

    		2025-02-06 00:09:25.061641

    		0.6 ms

  





  

    		2025-02-06 01:09:27.591759

    		-2.1 ms

  





  

    		2025-02-06 02:09:29.703489

    		-0.2 ms

  





  

    		2025-02-06 03:09:32.282988

    		-1.1 ms

  





  

    		2025-02-06 04:09:34.308161

    		-0.4 ms

  





  

    		2025-02-06 05:09:36.630497

    		0.7 ms

  





  

    		2025-02-06 06:09:38.929807

    		1.7 ms

  





  

    		2025-02-06 07:09:41.793704

    		-0.4 ms

  





  

    		2025-02-06 08:09:44.711537

    		0.2 ms

  





  

    		2025-02-06 09:09:47.398948

    		-0.4 ms

  





  

    		2025-02-06 10:09:48.884328

    		1.8 ms

  





  

    		2025-02-06 11:09:50.807509

    		1.0 ms

  





  

    		2025-02-06 12:09:52.288829

    		1.0 ms

  





  

    		2025-02-06 13:09:54.402029

    		-0.5 ms

  





  

    		2025-02-06 14:09:57.314394

    		3.3 ms

  





  

    		2025-02-06 15:09:59.234224

    		-0.1 ms

  





  

    		2025-02-06 16:10:00.698177

    		-1.0 ms

  





  

    		2025-02-06 17:10:04.0095

    		-1.3 ms

  





  

    		2025-02-06 18:10:06.338671

    		-2.7 ms

  





  

    		2025-02-06 19:10:08.931647

    		2.3 ms

  





  

    		2025-02-06 20:10:10.626247

    		-0.3 ms

  





  

    		2025-02-06 21:10:12.437599

    		-1.9 ms

  





  

    		2025-02-06 22:10:14.540406

    		0.2 ms

  





  

    		2025-02-06 23:10:16.185364

    		-3.7 ms

  





  

    		2025-02-07 00:10:18.180387

    		-3.3 ms

  





  

    		2025-02-07 01:10:20.217954

    		-1.6 ms

  





  

    		2025-02-07 02:10:22.263939

    		-0.1 ms

  





  

    		2025-02-07 03:10:24.493788

    		-0.4 ms

  





  

    		2025-02-07 04:10:26.379737

    		0.8 ms

  





  

    		2025-02-07 05:10:28.516811

    		0.9 ms

  





  

    		2025-02-07 06:10:30.810597

    		1.9 ms

  





  

    		2025-02-07 07:10:32.824241

    		1.3 ms

  





  

    		2025-02-07 08:10:35.767578

    		1.3 ms

  





  

    		2025-02-07 09:10:37.408804

    		-1.0 ms

  





  

    		2025-02-07 10:10:39.755419

    		-0.3 ms

  





  

    		2025-02-07 11:10:42.627907

    		-0.3 ms

  





  

    		2025-02-07 12:10:44.155861

    		-1.2 ms

  





  

    		2025-02-07 13:10:46.064811

    		1.9 ms

  





  

    		2025-02-07 14:10:47.904248

    		-0.6 ms

  





  

    		2025-02-07 15:10:49.830745

    		-0.3 ms

  





  

    		2025-02-07 16:10:51.401903

    		-0.9 ms

  





  

    		2025-02-07 17:10:53.410747

    		0.1 ms

  





  

    		2025-02-07 18:10:55.847081

    		2.0 ms

  





  

    		2025-02-07 19:10:58.248809

    		0.9 ms

  





  

    		2025-02-07 20:11:00.77281

    		-0.7 ms

  





  

    		2025-02-07 21:11:02.921537

    		2.9 ms

  





  

    		2025-02-07 22:11:05.525555

    		-3.6 ms

  





  

    		2025-02-07 23:11:07.280985

    		-5.8 ms

  





  

    		2025-02-08 00:11:10.000656

    		-3.6 ms

  





  

    		2025-02-08 01:11:12.393945

    		-1.4 ms

  





  

    		2025-02-08 02:11:14.628036

    		-1.7 ms

  





  

    		2025-02-08 03:11:16.519359

    		-1.0 ms

  





  

    		2025-02-08 04:11:18.95877

    		1.2 ms

  





  

    		2025-02-08 05:11:21.1367

    		-0.4 ms

  





  

    		2025-02-08 06:11:23.330982

    		-0.6 ms

  





  

    		2025-02-08 07:11:25.673101

    		0.3 ms

  





  

    		2025-02-08 08:11:28.07636

    		0.7 ms

  





  

    		2025-02-08 09:11:30.662256

    		1.3 ms

  





  

    		2025-02-08 10:11:33.042669

    		-0.7 ms

  





  

    		2025-02-08 11:11:35.097806

    		-0.6 ms

  





  

    		2025-02-08 12:11:37.68642

    		0.2 ms

  





  

    		2025-02-08 13:11:40.080672

    		1.0 ms

  





  

    		2025-02-08 14:11:41.599527

    		0.8 ms

  





  

    		2025-02-08 15:11:43.251272

    		1.6 ms

  





  

    		2025-02-08 16:11:46.112088

    		2.5 ms

  





  

    		2025-02-08 17:11:48.181469

    		-0.1 ms

  





  

    		2025-02-08 18:11:52.311988

    		-0.4 ms

  





  

    		2025-02-08 19:11:55.063026

    		-0.3 ms

  





  

    		2025-02-08 20:11:57.354465

    		1.6 ms

  





  

    		2025-02-08 21:11:59.812604

    		-0.4 ms

  





  

    		2025-02-08 22:12:02.328382

    		-0.6 ms

  





  

    		2025-02-08 23:12:04.410028

    		1.6 ms

  





  

    		2025-02-09 00:12:08.051151

    		0.5 ms

  





  

    		2025-02-09 01:12:10.288453

    		-1.9 ms

  





  

    		2025-02-09 02:12:12.57177

    		-1.2 ms

  





  

    		2025-02-09 03:12:15.345444

    		-0.8 ms

  





  

    		2025-02-09 04:12:17.444237

    		2.4 ms

  





  

    		2025-02-09 05:12:19.607061

    		1.0 ms

  





  

    		2025-02-09 06:12:22.288395

    		0.7 ms

  





  

    		2025-02-09 07:12:24.720938

    		-0.4 ms

  





  

    		2025-02-09 08:12:27.337789

    		-0.5 ms

  





  

    		2025-02-09 09:12:29.206396

    		0.0 ms

  





  

    		2025-02-09 10:12:30.729793

    		1.5 ms

  





  

    		2025-02-09 11:12:33.453838

    		2.0 ms

  





  

    		2025-02-09 12:12:35.197384

    		1.8 ms

  





  

    		2025-02-09 13:12:37.190592

    		0.5 ms

  





  

    		2025-02-09 14:12:39.658034

    		-1.0 ms

  





  

    		2025-02-09 15:12:43.038652

    		-0.5 ms

  





  

    		2025-02-09 16:12:45.786747

    		-0.2 ms

  





  

    		2025-02-09 17:12:48.201512

    		-0.2 ms

  





  

    		2025-02-09 18:12:50.338968

    		1.4 ms

  





  

    		2025-02-09 19:12:52.137135

    		0.8 ms

  





  

    		2025-02-09 20:12:54.431839

    		0.6 ms

  





  

    		2025-02-09 21:12:56.595329

    		-0.5 ms

  





  

    		2025-02-09 22:12:58.575957

    		1.8 ms

  





  

    		2025-02-09 23:13:00.747138

    		1.7 ms

  





  

    		2025-02-10 00:13:02.749667

    		-1.8 ms

  





  

    		2025-02-10 01:13:05.197049

    		0.1 ms

  





  

    		2025-02-10 02:13:07.322618

    		-1.0 ms

  





  

    		2025-02-10 03:13:09.434279

    		1.8 ms

  





  

    		2025-02-10 04:13:11.931443

    		-0.5 ms

  





  

    		2025-02-10 05:13:14.224469

    		1.7 ms

  





  

    		2025-02-10 06:13:16.394748

    		-1.4 ms

  





  

    		2025-02-10 07:13:18.688967

    		-0.5 ms

  





  

    		2025-02-10 08:13:20.833769

    		1.5 ms

  





  

    		2025-02-10 09:13:23.30356

    		0.7 ms

  





  

    		2025-02-10 10:13:25.444409

    		1.5 ms

  





  

    		2025-02-10 11:13:27.65336

    		0.5 ms

  





  

    		2025-02-10 12:13:30.027379

    		-0.2 ms

  





  

    		2025-02-10 13:13:31.916072

    		-1.0 ms

  





  

    		2025-02-10 14:13:33.708419

    		0.9 ms

  





  

    		2025-02-10 15:13:35.342512

    		0.6 ms

  





  

    		2025-02-10 16:13:37.719415

    		1.1 ms

  





  

    		2025-02-10 17:13:41.14121

    		0.2 ms

  





  

    		2025-02-10 18:13:43.912826

    		-4.5 ms

  





  

    		2025-02-10 19:13:46.703442

    		-2.0 ms

  





  

    		2025-02-10 20:13:49.370442

    		-0.2 ms

  





  

    		2025-02-10 21:13:52.323019

    		-2.6 ms

  





  

    		2025-02-10 22:13:54.871569

    		-1.3 ms

  





  

    		2025-02-10 23:13:56.661744

    		0.2 ms

  





  

    		2025-02-11 00:13:58.386066

    		1.7 ms

  





  

    		2025-02-11 01:14:00.274757

    		10.4 ms

  





  

    		2025-02-11 02:14:02.196785

    		14.2 ms

  





  

    		2025-02-11 03:14:03.879334

    		-0.2 ms

  





  

    		2025-02-11 04:14:05.560045

    		-1.0 ms

  





  

    		2025-02-11 05:14:07.858816

    		-1.5 ms

  





  

    		2025-02-11 06:14:09.63334

    		1.6 ms

  





  

    		2025-02-11 07:14:11.931207

    		0.3 ms

  





  

    		2025-02-11 08:14:13.635807

    		0.1 ms

  





  

    		2025-02-11 09:14:16.01587

    		2.2 ms

  





  

    		2025-02-11 10:14:17.652456

    		1.8 ms

  





  

    		2025-02-11 11:14:19.238205

    		1.3 ms

  





  

    		2025-02-11 12:14:21.316678

    		1.1 ms

  





  

    		2025-02-11 13:14:23.139052

    		1.2 ms

  





  

    		2025-02-11 14:14:24.990297

    		1.8 ms

  





  

    		2025-02-11 15:14:26.803123

    		2.2 ms

  





  

    		2025-02-11 16:14:28.926327

    		-0.3 ms

  





  

    		2025-02-11 17:14:31.449258

    		1.0 ms

  





  

    		2025-02-11 18:14:33.615126

    		-0.7 ms

  





  

    		2025-02-11 19:14:35.221557

    		-3.7 ms

  





  

    		2025-02-11 20:14:37.856505

    		1.6 ms

  





  

    		2025-02-11 21:14:40.064052

    		-0.8 ms

  





  

    		2025-02-11 22:14:42.05241

    		0.3 ms

  





  

    		2025-02-11 23:14:44.385713

    		-1.0 ms

  





  

    		2025-02-12 00:14:46.420459

    		-1.2 ms

  





  

    		2025-02-12 01:14:48.771801

    		1.5 ms

  





  

    		2025-02-12 02:14:51.079106

    		1.6 ms

  





  

    		2025-02-12 03:14:53.470283

    		0.8 ms

  





  

    		2025-02-12 04:14:55.792535

    		1.3 ms

  





  

    		2025-02-12 05:14:58.225743

    		1.7 ms

  





  

    		2025-02-12 06:15:00.539817

    		0.7 ms

  





  

    		2025-02-12 07:15:03.020053

    		-0.5 ms

  





  

    		2025-02-12 08:15:04.96273

    		0.5 ms

  





  

    		2025-02-12 09:15:06.886914

    		3.0 ms

  





  

    		2025-02-12 10:15:09.679791

    		9.6 ms

  





  

    		2025-02-12 11:15:11.547043

    		1.1 ms

  





  

    		2025-02-12 12:15:13.772208

    		2.9 ms

  





  

    		2025-02-12 13:15:15.546766

    		1.6 ms

  





  

    		2025-02-12 14:15:17.162892

    		1.1 ms

  





  

    		2025-02-12 15:15:19.483735

    		1.0 ms

  





  

    		2025-02-12 16:15:21.528057

    		-0.1 ms

  





  

    		2025-02-12 17:15:23.337754

    		-1.2 ms

  





  

    		2025-02-12 18:15:26.325219

    		0.4 ms

  





  

    		2025-02-12 19:15:28.761394

    		1.7 ms

  





  

    		2025-02-12 20:15:31.781977

    		-1.7 ms

  





  

    		2025-02-12 21:15:34.123505

    		-0.3 ms

  





  

    		2025-02-12 22:15:36.844912

    		0.3 ms

  





  

    		2025-02-12 23:15:39.330961

    		-0.3 ms

  





  

    		2025-02-13 00:15:41.378023

    		-0.4 ms

  





  

    		2025-02-13 01:15:43.465612

    		2.1 ms

  





  

    		2025-02-13 02:15:45.193035

    		-0.7 ms

  





  

    		2025-02-13 03:15:47.349943

    		1.3 ms

  





  

    		2025-02-13 04:15:49.282785

    		1.3 ms

  





  

    		2025-02-13 05:15:51.374489

    		-0.4 ms

  





  

    		2025-02-13 06:15:53.648806

    		0.4 ms

  





  

    		2025-02-13 07:15:55.399007

    		2.5 ms

  





  

    		2025-02-13 08:15:57.537632

    		2.3 ms

  





  

    		2025-02-13 09:15:59.383654

    		1.2 ms

  





  

    		2025-02-13 10:16:01.22833

    		-0.4 ms

  





  

    		2025-02-13 11:16:03.621018

    		-1.0 ms

  





  

    		2025-02-13 12:16:05.675776

    		-0.8 ms

  





  

    		2025-02-13 13:16:07.303987

    		-0.4 ms

  





  

    		2025-02-13 14:16:09.644114

    		1.5 ms

  





  

    		2025-02-13 15:16:11.321907

    		-0.5 ms

  





  

    		2025-02-13 16:16:13.500315

    		0.7 ms

  





  

    		2025-02-13 17:16:16.464625

    		-1.3 ms

  





  

    		2025-02-13 18:16:19.259518

    		-1.1 ms

  





  

    		2025-02-13 19:16:21.832679

    		-0.5 ms

  





  

    		2025-02-13 20:16:23.918506

    		1.4 ms

  





  

    		2025-02-13 21:16:26.144642

    		-1.2 ms

  





  

    		2025-02-13 22:16:28.577412

    		1.1 ms

  





  

    		2025-02-13 23:16:30.687576

    		1.1 ms

  





  

    		2025-02-14 00:16:33.142375

    		-0.2 ms

  





  

    		2025-02-14 01:16:35.871723

    		-1.0 ms

  





  

    		2025-02-14 02:16:38.137164

    		0.7 ms

  





  

    		2025-02-14 03:16:40.682966

    		-0.6 ms

  





  

    		2025-02-14 04:16:42.980358

    		0.0 ms

  





  

    		2025-02-14 05:16:44.733374

    		-1.2 ms

  





  

    		2025-02-14 06:16:46.978472

    		1.5 ms

  





  

    		2025-02-14 07:16:48.936077

    		3.6 ms

  





  

    		2025-02-14 08:16:51.650352

    		1.6 ms

  





  

    		2025-02-14 09:16:53.525368

    		-0.2 ms

  





  

    		2025-02-14 10:16:55.618876

    		1.8 ms

  





  

    		2025-02-14 11:16:57.580866

    		0.3 ms

  





  

    		2025-02-14 12:16:59.458832

    		1.8 ms

  





  

    		2025-02-14 13:17:02.220888

    		0.4 ms

  





  

    		2025-02-14 14:17:04.300473

    		2.3 ms

  





  

    		2025-02-14 15:17:05.955666

    		0.1 ms

  





  

    		2025-02-14 16:17:09.008628

    		1.3 ms

  





  

    		2025-02-14 17:17:11.585227

    		-0.2 ms

  





  

    		2025-02-14 18:17:14.254774

    		1.8 ms

  





  

    		2025-02-14 19:17:16.438627

    		-0.6 ms

  





  

    		2025-02-14 20:17:19.030491

    		-0.4 ms

  





  

    		2025-02-14 21:17:21.160766

    		1.1 ms

  





  

    		2025-02-14 22:17:23.729715

    		1.1 ms

  





  

    		2025-02-14 23:17:25.995243

    		1.3 ms

  





  

    		2025-02-15 00:17:28.585859

    		-2.1 ms

  





  

    		2025-02-15 01:17:30.950629

    		1.1 ms

  





  

    		2025-02-15 02:17:32.700898

    		-1.1 ms

  





  

    		2025-02-15 03:17:35.236378

    		1.8 ms

  





  

    		2025-02-15 04:17:37.442382

    		0.1 ms

  





  

    		2025-02-15 05:17:39.73194

    		-0.7 ms

  





  

    		2025-02-15 06:17:41.975829

    		1.6 ms

  





  

    		2025-02-15 07:17:43.709837

    		2.2 ms

  





  

    		2025-02-15 08:17:46.061375

    		-0.1 ms

  





  

    		2025-02-15 09:17:48.400553

    		1.4 ms

  





  

    		2025-02-15 10:17:50.292561

    		-0.8 ms

  





  

    		2025-02-15 11:17:52.689915

    		1.0 ms

  





  

    		2025-02-15 12:17:54.880648

    		1.7 ms

  





  

    		2025-02-15 13:17:56.657811

    		1.1 ms

  





  

    		2025-02-15 14:17:59.156101

    		-0.1 ms

  





  

    		2025-02-15 15:18:02.658821

    		0.8 ms

  





  

    		2025-02-15 16:18:05.16415

    		0.7 ms

  





  

    		2025-02-15 17:18:06.873328

    		1.7 ms

  





  

    		2025-02-15 18:18:09.350211

    		-0.7 ms

  





  

    		2025-02-15 19:18:11.998491

    		-0.9 ms

  





  

    		2025-02-15 20:18:14.163636

    		-1.3 ms

  





  

    		2025-02-15 21:18:16.064212

    		0.8 ms

  





  

    		2025-02-15 22:18:17.732969

    		-1.2 ms

  





  

    		2025-02-15 23:18:20.121639

    		1.1 ms

  





  

    		2025-02-16 00:18:23.27575

    		0.5 ms

  





  

    		2025-02-16 01:18:25.393606

    		-1.4 ms

  





  

    		2025-02-16 02:18:28.532772

    		-1.3 ms

  





  

    		2025-02-16 03:18:31.12781

    		-1.1 ms

  





  

    		2025-02-16 04:18:33.341865

    		-1.8 ms

  





  

    		2025-02-16 05:18:35.641418

    		-2.5 ms

  





  

    		2025-02-16 06:18:38.234886

    		-0.5 ms

  





  

    		2025-02-16 07:18:41.606969

    		0.6 ms

  





  

    		2025-02-16 08:18:44.346012

    		-0.6 ms

  





  

    		2025-02-16 09:18:46.592859

    		2.3 ms

  





  

    		2025-02-16 10:18:48.739496

    		0.7 ms

  





  

    		2025-02-16 11:18:50.4488

    		2.9 ms

  





  

    		2025-02-16 12:18:52.482389

    		1.5 ms

  





  

    		2025-02-16 13:18:55.418307

    		-1.2 ms

  





  

    		2025-02-16 14:18:57.437152

    		-0.9 ms

  





  

    		2025-02-16 15:19:00.463524

    		-0.5 ms

  





  

    		2025-02-16 16:19:03.100957

    		1.8 ms

  





  

    		2025-02-16 17:19:04.73711

    		1.3 ms

  





  

    		2025-02-16 18:19:06.494305

    		1.5 ms

  





  

    		2025-02-16 19:19:08.225831

    		1.9 ms

  





  

    		2025-02-16 20:19:10.728733

    		0.6 ms

  





  

    		2025-02-16 21:19:13.207895

    		0.7 ms

  





  

    		2025-02-16 22:19:15.977661

    		0.0 ms

  





  

    		2025-02-16 23:19:18.6261

    		1.5 ms

  





  

    		2025-02-17 00:19:20.62121

    		-1.1 ms

  





  

    		2025-02-17 01:19:22.723864

    		-1.8 ms

  





  

    		2025-02-17 02:19:24.826601

    		-0.9 ms

  





  

    		2025-02-17 03:19:26.649785

    		-0.7 ms

  





  

    		2025-02-17 04:19:28.630014

    		0.7 ms

  





  

    		2025-02-17 05:19:30.607864

    		0.2 ms

  





  

    		2025-02-17 06:19:33.759037

    		1.1 ms

  





  

    		2025-02-17 07:19:36.286409

    		1.6 ms

  





  

    		2025-02-17 08:19:38.562662

    		-0.1 ms

  





  

    		2025-02-17 09:19:40.318825

    		1.4 ms

  





  

    		2025-02-17 10:19:41.977581

    		2.5 ms

  





  

    		2025-02-17 11:19:44.048395

    		-0.2 ms

  





  

    		2025-02-17 12:19:45.578185

    		0.1 ms

  





  

    		2025-02-17 13:19:47.21144

    		2.0 ms

  





  

    		2025-02-17 14:19:48.862928

    		-0.1 ms

  





  

    		2025-02-17 15:19:50.483196

    		2.0 ms

  





  

    		2025-02-17 16:19:52.312169

    		-0.4 ms

  





  

    		2025-02-17 17:19:53.880515

    		2.2 ms

  





  

    		2025-02-17 18:19:56.268407

    		1.5 ms

  





  

    		2025-02-17 19:19:58.419703

    		1.4 ms

  





  

    		2025-02-17 20:20:02.028361

    		-1.1 ms

  





  

    		2025-02-17 21:20:04.549692

    		1.5 ms

  





  

    		2025-02-17 22:20:07.406383

    		-2.2 ms

  





  

    		2025-02-17 23:20:09.953076

    		-1.6 ms

  





  

    		2025-02-18 00:20:12.264421

    		-1.3 ms

  





  

    		2025-02-18 01:20:14.635563

    		0.3 ms

  





  

    		2025-02-18 02:20:16.641309

    		-0.6 ms

  





  

    		2025-02-18 03:20:19.013154

    		-0.3 ms

  





  

    		2025-02-18 04:20:20.605262

    		-0.5 ms

  





  

    		2025-02-18 05:20:22.440167

    		3.6 ms

  





  

    		2025-02-18 06:20:24.970379

    		1.4 ms

  





  

    		2025-02-18 07:20:27.465497

    		0.8 ms

  





  

    		2025-02-18 08:20:29.155812

    		1.8 ms

  





  

    		2025-02-18 09:20:30.908384

    		-0.1 ms

  





  

    		2025-02-18 10:20:32.907908

    		0.7 ms

  





  

    		2025-02-18 11:20:34.763127

    		1.3 ms

  





  

    		2025-02-18 12:20:37.025526

    		0.6 ms

  





  

    		2025-02-18 13:20:38.559636

    		2.2 ms

  





  

    		2025-02-18 14:20:40.512633

    		2.3 ms

  





  

    		2025-02-18 15:20:42.508616

    		1.9 ms

  





  

    		2025-02-18 16:20:45.092479

    		-1.2 ms

  





  

    		2025-02-18 17:20:47.009289

    		-0.9 ms

  





  

    		2025-02-18 18:20:48.896303

    		0.7 ms

  





  

    		2025-02-18 19:20:50.773706

    		-0.4 ms

  





  

    		2025-02-18 20:20:52.91078

    		1.1 ms

  





  

    		2025-02-18 21:20:54.692589

    		-1.6 ms

  





  

    		2025-02-18 22:20:56.809619

    		1.4 ms

  





  

    		2025-02-18 23:20:59.002603

    		-0.8 ms

  





  

    		2025-02-19 00:21:01.292615

    		0.0 ms

  





  

    		2025-02-19 01:21:03.352078

    		-0.6 ms

  





  

    		2025-02-19 02:21:05.737668

    		1.4 ms

  





  

    		2025-02-19 03:21:07.92795

    		-0.4 ms

  





  

    		2025-02-19 04:21:09.91297

    		-1.5 ms

  





  

    		2025-02-19 05:21:12.164428

    		-1.5 ms

  





  

    		2025-02-19 06:21:14.411686

    		-0.2 ms

  





  

    		2025-02-19 07:21:16.943311

    		-0.6 ms

  





  

    		2025-02-19 08:21:18.928307

    		3.9 ms

  





  

    		2025-02-19 09:21:21.369829

    		3.3 ms

  





  

    		2025-02-19 10:21:23.450469

    		-0.6 ms

  





  

    		2025-02-19 11:21:25.173699

    		0.4 ms

  





  

    		2025-02-19 12:21:26.997343

    		2.0 ms

  





  

    		2025-02-19 13:21:28.729413

    		-23.5 ms

  





  

    		2025-02-19 14:21:30.241288

    		-0.4 ms

  





  

    		2025-02-19 15:21:32.017429

    		-1.3 ms

  





  

    		2025-02-19 16:21:34.373299

    		-2.4 ms

  





  

    		2025-02-19 17:21:36.148671

    		-3.0 ms

  





  

    		2025-02-19 18:21:38.902365

    		0.6 ms

  





  

    		2025-02-19 19:21:41.388562

    		2.9 ms

  





  

    		2025-02-19 20:21:43.121766

    		2.4 ms

  





  

    		2025-02-19 21:21:45.013611

    		2.4 ms

  





  

    		2025-02-19 22:21:46.874202

    		1.3 ms

  





  

    		2025-02-19 23:21:48.849501

    		-4.3 ms

  





  

    		2025-02-20 00:21:51.512453

    		-1.7 ms

  





  

    		2025-02-20 01:21:54.073495

    		-1.9 ms

  





  

    		2025-02-20 02:21:55.89639

    		-2.3 ms

  





  

    		2025-02-20 03:21:58.024937

    		-1.9 ms

  





  

    		2025-02-20 04:22:00.299897

    		-1.0 ms

  





  

    		2025-02-20 05:22:02.611155

    		1.5 ms

  





  

    		2025-02-20 06:22:04.641475

    		2.2 ms

  





  

    		2025-02-20 07:22:07.223194

    		0.5 ms

  





  

    		2025-02-20 08:22:09.452586

    		0.5 ms

  





  

    		2025-02-20 09:22:10.970609

    		-0.4 ms

  





  

    		2025-02-20 10:22:13.900291

    		-0.9 ms

  





  

    		2025-02-20 11:22:15.716202

    		-2.3 ms

  





  

    		2025-02-20 12:22:18.622555

    		-1.1 ms

  





  

    		2025-02-20 13:22:21.020838

    		-1.7 ms

  





  

    		2025-02-20 14:22:23.638202

    		-0.4 ms

  





  

    		2025-02-20 15:22:25.687466

    		-2.9 ms

  





  

    		2025-02-20 16:22:27.525559

    		1.4 ms

  





  

    		2025-02-20 17:22:29.818935

    		-0.5 ms

  





  

    		2025-02-20 18:22:32.3317

    		0.4 ms

  





  

    		2025-02-20 19:22:34.653646

    		4.2 ms

  





  

    		2025-02-20 20:22:36.336882

    		2.3 ms

  





  

    		2025-02-20 21:22:38.204169

    		0.8 ms

  





  

    		2025-02-20 22:22:40.018666

    		-2.9 ms

  





  

    		2025-02-20 23:22:41.939975

    		-2.9 ms

  





  

    		2025-02-21 00:22:44.284012

    		3.2 ms

  





  

    		2025-02-21 01:22:46.022251

    		3.3 ms

  





  

    		2025-02-21 02:22:48.231387

    		2.1 ms

  





  

    		2025-02-21 03:22:50.264654

    		0.3 ms

  





  

    		2025-02-21 04:22:52.793995

    		1.6 ms

  





  

    		2025-02-21 05:22:54.80274

    		-1.3 ms

  





  

    		2025-02-21 06:22:57.177871

    		0.7 ms

  





  

    		2025-02-21 07:22:59.872177

    		-0.2 ms

  





  

    		2025-02-21 08:23:02.09011

    		-1.2 ms

  





  

    		2025-02-21 09:23:04.501993

    		-0.3 ms

  





  

    		2025-02-21 10:23:06.757296

    		-1.4 ms

  





  

    		2025-02-21 11:23:08.213612

    		-0.5 ms

  





  

    		2025-02-21 12:23:10.700132

    		2.4 ms

  





  

    		2025-02-21 13:23:13.348582

    		-0.8 ms

  





  

    		2025-02-21 14:23:15.380601

    		0.6 ms

  





  

    		2025-02-21 15:23:17.10951

    		-1.2 ms

  





  

    		2025-02-21 16:23:20.035667

    		-2.0 ms

  





  

    		2025-02-21 17:23:22.196655

    		1.7 ms

  





  

    		2025-02-21 18:23:25.081791

    		2.1 ms

  





  

    		2025-02-21 19:23:26.768716

    		2.3 ms

  





  

    		2025-02-21 20:23:28.960892

    		-5.8 ms

  





  

    		2025-02-21 21:23:30.60415

    		-0.2 ms

  





  

    		2025-02-21 22:23:32.910227

    		-1.2 ms

  





  

    		2025-02-21 23:23:35.203543

    		-1.4 ms

  





  

    		2025-02-22 00:23:37.180402

    		-1.4 ms

  





  

    		2025-02-22 01:23:39.099586

    		-1.7 ms

  





  

    		2025-02-22 02:23:41.37351

    		-1.6 ms

  





  

    		2025-02-22 03:23:43.581725

    		0.1 ms

  





  

    		2025-02-22 04:23:45.422015

    		0.6 ms

  





  

    		2025-02-22 05:23:47.981245

    		-0.9 ms

  





  

    		2025-02-22 06:23:50.30173

    		1.3 ms

  





  

    		2025-02-22 07:23:52.8937

    		-0.7 ms

  





  

    		2025-02-22 08:23:55.258456

    		1.2 ms

  





  

    		2025-02-22 09:23:57.035072

    		3.1 ms

  





  

    		2025-02-22 10:23:59.8375

    		-1.0 ms

  





  

    		2025-02-22 11:24:01.723603

    		0.3 ms

  





  

    		2025-02-22 12:24:03.610062

    		4.1 ms

  





  

    		2025-02-22 13:24:05.869448

    		0.0 ms

  





  

    		2025-02-22 14:24:07.58255

    		-0.2 ms

  





  

    		2025-02-22 15:24:10.44088

    		1.4 ms

  





  

    		2025-02-22 16:24:12.959484

    		-0.6 ms

  





  

    		2025-02-22 17:24:15.955034

    		1.3 ms

  





  

    		2025-02-22 18:24:18.584855

    		0.4 ms

  





  

    		2025-02-22 19:24:21.18007

    		1.0 ms

  





  

    		2025-02-22 20:24:23.499178

    		1.1 ms

  





  

    		2025-02-22 21:24:25.814736

    		-0.3 ms

  





  

    		2025-02-22 22:24:28.424089

    		-0.3 ms

  





  

    		2025-02-22 23:24:30.45804

    		1.3 ms

  





  

    		2025-02-23 00:24:32.740136

    		-1.2 ms

  





  

    		2025-02-23 01:24:34.726511

    		-1.4 ms

  





  

    		2025-02-23 02:24:37.005007

    		0.3 ms

  





  

    		2025-02-23 03:24:39.235582

    		-0.1 ms

  





  

    		2025-02-23 04:24:41.24657

    		1.2 ms

  





  

    		2025-02-23 05:24:43.543281

    		-1.0 ms

  





  

    		2025-02-23 06:24:45.435553

    		0.6 ms

  





  

    		2025-02-23 07:24:47.874063

    		-0.1 ms

  





  

    		2025-02-23 08:24:50.380732

    		0.9 ms

  





  

    		2025-02-23 09:24:52.094958

    		0.3 ms

  





  

    		2025-02-23 10:24:53.989118

    		3.3 ms

  





  

    		2025-02-23 11:24:56.372522

    		1.7 ms

  





  

    		2025-02-23 12:24:58.01262

    		0.9 ms

  





  

    		2025-02-23 13:24:59.623593

    		-0.5 ms

  





  

    		2025-02-23 14:25:02.066956

    		1.5 ms

  





  

    		2025-02-23 15:25:04.041528

    		-0.7 ms

  





  

    		2025-02-23 16:25:06.598354

    		-1.8 ms

  





  

    		2025-02-23 17:25:09.215125

    		-3.3 ms

  





  

    		2025-02-23 18:25:11.794541

    		-0.9 ms

  





  

    		2025-02-23 19:25:14.677208

    		-0.8 ms

  





  

    		2025-02-23 20:25:17.046169

    		1.1 ms

  





  

    		2025-02-23 21:25:19.555082

    		-0.7 ms

  





  

    		2025-02-23 22:25:21.924283

    		-1.2 ms

  





  

    		2025-02-23 23:25:24.135777

    		-1.4 ms

  





  

    		2025-02-24 00:25:26.192481

    		-2.0 ms

  





  

    		2025-02-24 01:25:28.218393

    		1.4 ms

  





  

    		2025-02-24 02:25:30.701765

    		1.1 ms

  





  

    		2025-02-24 03:25:32.749379

    		-0.2 ms

  





  

    		2025-02-24 04:25:34.715973

    		-0.2 ms

  





  

    		2025-02-24 05:25:37.158207

    		-0.9 ms

  





  

    		2025-02-24 06:25:38.95535

    		1.2 ms

  





  

    		2025-02-24 07:25:41.378554

    		1.7 ms

  





  

    		2025-02-24 08:25:43.619201

    		-0.4 ms

  





  

    		2025-02-24 09:25:45.244793

    		-1.2 ms

  





  

    		2025-02-24 10:25:47.04813

    		0.7 ms

  





  

    		2025-02-24 11:25:49.021729

    		-0.3 ms

  





  

    		2025-02-24 12:25:51.03292

    		2.0 ms

  





  

    		2025-02-24 13:25:53.775889

    		-4.7 ms

  





  

    		2025-02-24 14:25:55.477083

    		-0.4 ms

  





  

    		2025-02-24 15:25:57.372047

    		-0.2 ms

  





  

    		2025-02-24 16:25:59.194679

    		2.1 ms

  





  

    		2025-02-24 17:26:01.378905

    		1.2 ms

  





  

    		2025-02-24 18:26:04.355955

    		-1.4 ms

  





  

    		2025-02-24 19:26:06.929863

    		6.8 ms

  





  

    		2025-02-24 20:26:09.496799

    		9.2 ms

  





  

    		2025-02-24 21:26:11.147736

    		-1.9 ms

  





  

    		2025-02-24 22:26:14.012124

    		-1.1 ms

  





  

    		2025-02-24 23:26:16.213131

    		-1.6 ms

  





  

    		2025-02-25 00:26:17.867189

    		-1.9 ms

  





  

    		2025-02-25 01:26:20.41574

    		0.2 ms

  





  

    		2025-02-25 02:26:22.301475

    		-1.2 ms

  





  

    		2025-02-25 03:26:24.481216

    		-1.0 ms

  





  

    		2025-02-25 04:26:26.70803

    		0.9 ms

  





  

    		2025-02-25 05:26:28.587497

    		-0.1 ms

  





  

    		2025-02-25 06:26:30.939181

    		-1.6 ms

  





  

    		2025-02-25 07:26:32.955256

    		2.0 ms

  





  

    		2025-02-25 08:26:35.169272

    		9.1 ms

  





  

    		2025-02-25 09:26:36.648678

    		-0.8 ms

  





  

    		2025-02-25 10:26:38.362369

    		-0.5 ms

  





  

    		2025-02-25 11:26:40.034224

    		1.4 ms

  





  

    		2025-02-25 12:26:41.483755

    		1.0 ms

  





  

    		2025-02-25 13:26:43.720244

    		0.3 ms

  





  

    		2025-02-25 14:26:45.684426

    		0.6 ms

  





  

    		2025-02-25 15:26:47.580574

    		2.1 ms

  





  

    		2025-02-25 16:26:49.442365

    		3.8 ms

  





  

    		2025-02-25 17:26:51.964686

    		3.3 ms

  





  

    		2025-02-25 18:26:54.52991

    		-2.0 ms

  





  

    		2025-02-25 19:26:57.036166

    		-1.6 ms

  





  

    		2025-02-25 20:26:59.231977

    		-5.8 ms

  





  

    		2025-02-25 21:27:01.119927

    		1.3 ms

  





  

    		2025-02-25 22:27:03.372271

    		-0.3 ms

  





  

    		2025-02-25 23:27:05.342626

    		-2.2 ms

  





  

    		2025-02-26 00:27:06.938344

    		-1.9 ms

  





  

    		2025-02-26 01:27:08.810804

    		-1.1 ms

  





  

    		2025-02-26 02:27:10.582903

    		0.2 ms

  





  

    		2025-02-26 03:27:12.625718

    		-2.0 ms

  





  

    		2025-02-26 04:27:14.301961

    		0.4 ms

  





  

    		2025-02-26 05:27:16.504132

    		-1.3 ms

  





  

    		2025-02-26 06:27:19.12757

    		-2.2 ms

  





  

    		2025-02-26 07:27:21.674125

    		1.6 ms

  





  

    		2025-02-26 08:27:23.16084

    		2.1 ms

  





  

    		2025-02-26 09:27:24.899446

    		7.3 ms

  





  

    		2025-02-26 10:27:26.434743

    		1.4 ms

  





  

    		2025-02-26 11:27:28.117119

    		-0.9 ms

  





  

    		2025-02-26 12:27:29.759495

    		0.2 ms

  





  

    		2025-02-26 13:27:31.16277

    		-1.9 ms

  





  

    		2025-02-26 14:27:32.676704

    		6.0 ms

  





  

    		2025-02-26 15:27:34.224383

    		1.4 ms

  





  

    		2025-02-26 16:27:35.711211

    		-2.9 ms

  





  

    		2025-02-26 17:27:38.312419

    		0.4 ms

  





  

    		2025-02-26 18:27:40.614212

    		3.9 ms

  





  

    		2025-02-26 19:27:42.880063

    		1.6 ms

  





  

    		2025-02-26 20:27:45.267389

    		-0.1 ms

  





  

    		2025-02-26 21:27:46.961477

    		0.7 ms

  





  

    		2025-02-26 22:27:48.940144

    		0.5 ms

  





  

    		2025-02-26 23:27:51.08566

    		-1.0 ms

  





  

    		2025-02-27 00:27:53.326687

    		-0.5 ms

  





  

    		2025-02-27 01:27:55.22866

    		-1.1 ms

  





  

    		2025-02-27 02:27:57.381068

    		-1.5 ms

  





  

    		2025-02-27 03:27:59.452001

    		0.8 ms

  





  

    		2025-02-27 04:28:01.291816

    		-2.3 ms

  





  

    		2025-02-27 05:28:02.771092

    		-0.2 ms

  





  

    		2025-02-27 06:28:05.065349

    		0.7 ms

  





  

    		2025-02-27 07:28:06.894011

    		1.4 ms

  





  

    		2025-02-27 08:28:09.258516

    		0.6 ms

  





  

    		2025-02-27 09:28:12.037924

    		1.4 ms

  





  

    		2025-02-27 10:28:13.876964

    		3.7 ms

  





  

    		2025-02-27 11:28:15.94062

    		-0.4 ms

  





  

    		2025-02-27 12:28:18.053751

    		-1.2 ms

  





  

    		2025-02-27 13:28:20.042956

    		-2.5 ms

  





  

    		2025-02-27 14:28:21.80573

    		-1.4 ms

  





  

    		2025-02-27 15:28:24.158956

    		0.2 ms

  





  

    		2025-02-27 16:28:25.874376

    		-0.7 ms

  





  

    		2025-02-27 17:28:28.151852

    		1.7 ms

  





  

    		2025-02-27 18:28:30.957935

    		-0.7 ms

  





  

    		2025-02-27 19:28:34.231702

    		-1.7 ms

  





  

    		2025-02-27 20:28:37.5338

    		-0.9 ms

  





  

    		2025-02-27 21:28:39.864846

    		-0.3 ms

  





  

    		2025-02-27 22:28:42.351553

    		-0.4 ms

  





  

    		2025-02-27 23:28:44.205408

    		-2.3 ms

  





  

    		2025-02-28 00:28:46.71503

    		-1.9 ms

  





  

    		2025-02-28 01:28:49.054533

    		1.0 ms

  





  

    		2025-02-28 02:28:51.068133

    		-0.6 ms

  





  

    		2025-02-28 03:28:53.409642

    		-1.6 ms

  





  

    		2025-02-28 04:28:55.708849

    		1.1 ms

  





  

    		2025-02-28 05:28:58.506166

    		0.4 ms

  





  

    		2025-02-28 06:29:00.960508

    		-1.7 ms

  





  

    		2025-02-28 07:29:03.423357

    		0.1 ms

  





  

    		2025-02-28 08:29:05.359696

    		2.2 ms

  





  

    		2025-02-28 09:29:07.256504

    		2.1 ms

  





  

    		2025-02-28 10:29:08.928465

    		2.1 ms

  





  

    		2025-02-28 11:29:10.614753

    		1.4 ms

  





  

    		2025-02-28 12:29:12.883767

    		-0.1 ms

  





  

    		2025-02-28 13:29:14.864849

    		0.1 ms

  





  

    		2025-02-28 14:29:16.546771

    		-0.5 ms

  





  

    		2025-02-28 15:29:18.449286

    		-0.2 ms

  





  

    		2025-02-28 16:29:20.321605

    		1.8 ms

  





  

    		2025-02-28 17:29:22.305063

    		-0.5 ms

  





  

    		2025-02-28 18:29:24.911057

    		-0.2 ms

  





  

    		2025-02-28 19:29:27.228706

    		0.0 ms

  





  

    		2025-02-28 20:29:28.884455

    		-1.1 ms

  





  

    		2025-02-28 21:29:31.886347

    		-1.4 ms

  





  

    		2025-02-28 22:29:34.014731

    		-1.0 ms

  





  

    		2025-02-28 23:29:35.739205

    		1.3 ms

  





  

    		2025-03-01 00:29:38.232872

    		-1.1 ms

  





  

    		2025-03-01 01:29:40.056164

    		1.2 ms

  





  

    		2025-03-01 02:29:42.144812

    		1.3 ms

  





  

    		2025-03-01 03:29:44.165961

    		-1.4 ms

  





  

    		2025-03-01 04:29:46.362784

    		-0.6 ms

  





  

    		2025-03-01 05:29:48.566618

    		-1.1 ms

  





  

    		2025-03-01 06:29:50.629456

    		-0.5 ms

  





  

    		2025-03-01 07:29:52.460413

    		-0.1 ms

  





  

    		2025-03-01 08:29:54.125975

    		-0.3 ms

  





  

    		2025-03-01 09:29:55.865913

    		1.0 ms

  





  

    		2025-03-01 10:29:57.640871

    		-1.1 ms

  





  

    		2025-03-01 11:30:00.287045

    		-0.8 ms

  





  

    		2025-03-01 12:30:01.943913

    		1.0 ms

  





  

    		2025-03-01 13:30:04.977636

    		-0.4 ms

  





  

    		2025-03-01 14:30:08.178631

    		-0.9 ms

  





  

    		2025-03-01 15:30:10.323604

    		1.7 ms

  





  

    		2025-03-01 16:30:12.836492

    		0.4 ms

  





  

    		2025-03-01 17:30:15.105615

    		-0.7 ms

  





  

    		2025-03-01 18:30:18.139933

    		1.2 ms

  





  

    		2025-03-01 19:30:21.420855

    		0.5 ms

  





  

    		2025-03-01 20:30:23.40147

    		-1.8 ms

  





  

    		2025-03-01 21:30:25.577506

    		-0.5 ms

  





  

    		2025-03-01 22:30:27.897737

    		-2.3 ms

  





  

    		2025-03-01 23:30:30.405743

    		-2.1 ms

  





  

    		2025-03-02 00:30:32.583076

    		-1.9 ms

  





  

    		2025-03-02 01:30:34.675225

    		-2.6 ms

  





  

    		2025-03-02 02:30:36.898454

    		-0.9 ms

  





  

    		2025-03-02 03:30:39.083328

    		-1.6 ms

  





  

    		2025-03-02 04:30:40.814799

    		2.7 ms

  





  

    		2025-03-02 05:30:42.797596

    		-0.7 ms

  





  

    		2025-03-02 06:30:45.234314

    		-1.8 ms

  





  

    		2025-03-02 07:30:47.812749

    		0.0 ms

  





  

    		2025-03-02 08:30:49.44015

    		-0.8 ms

  





  

    		2025-03-02 09:30:51.217429

    		-0.3 ms

  





  

    		2025-03-02 10:30:53.696588

    		2.9 ms

  





  

    		2025-03-02 11:30:56.490835

    		1.4 ms

  





  

    		2025-03-02 12:30:58.863824

    		-0.9 ms

  





  

    		2025-03-02 13:31:00.749911

    		1.0 ms

  





  

    		2025-03-02 14:31:03.014128

    		-0.7 ms

  





  

    		2025-03-02 15:31:04.666084

    		1.2 ms

  





  

    		2025-03-02 16:31:07.182964

    		0.6 ms

  





  

    		2025-03-02 17:31:09.450685

    		0.3 ms

  





  

    		2025-03-02 18:31:12.838065

    		1.4 ms

  





  

    		2025-03-02 19:31:15.480198

    		3.4 ms

  





  

    		2025-03-02 20:31:17.779653

    		3.6 ms

  





  

    		2025-03-02 21:31:20.303711

    		-0.7 ms

  





  

    		2025-03-02 22:31:22.69204

    		-0.1 ms

  





  

    		2025-03-02 23:31:24.490619

    		-2.9 ms

  





  

    		2025-03-03 00:31:26.793036

    		-2.4 ms

  





  

    		2025-03-03 01:31:29.010331

    		-1.9 ms

  





  

    		2025-03-03 02:31:31.124067

    		0.3 ms

  





  

    		2025-03-03 03:31:33.33695

    		0.8 ms

  





  

    		2025-03-03 04:31:35.693724

    		-1.4 ms

  





  

    		2025-03-03 05:31:38.074133

    		-0.6 ms

  





  

    		2025-03-03 06:31:40.386103

    		-0.1 ms

  





  

    		2025-03-03 07:31:43.088843

    		1.2 ms

  





  

    		2025-03-03 08:31:46.521408

    		0.2 ms

  





  

    		2025-03-03 09:31:48.141448

    		-0.4 ms

  





  

    		2025-03-03 10:31:49.903908

    		1.0 ms

  





  

    		2025-03-03 11:31:51.745476

    		-0.7 ms

  





  

    		2025-03-03 12:31:54.192242

    		-0.4 ms

  





  

    		2025-03-03 13:31:56.547729

    		-1.6 ms

  





  

    		2025-03-03 14:31:58.177991

    		-0.9 ms

  





  

    		2025-03-03 15:31:59.780412

    		3.3 ms

  





  

    		2025-03-03 16:32:01.59295

    		1.4 ms

  





  

    		2025-03-03 17:32:03.402199

    		1.1 ms

  





  

    		2025-03-03 18:32:05.105612

    		0.0 ms

  





  

    		2025-03-03 19:32:06.717102

    		-2.9 ms

  





  

    		2025-03-03 20:32:08.904813

    		-0.2 ms

  





  

    		2025-03-03 21:32:12.091731

    		0.7 ms

  





  

    		2025-03-03 22:32:14.661028

    		1.6 ms

  





  

    		2025-03-03 23:32:16.377898

    		2.4 ms

  





  

    		2025-03-04 00:32:18.952385

    		-0.9 ms

  





  

    		2025-03-04 01:32:20.756714

    		-0.6 ms

  





  

    		2025-03-04 02:32:22.46361

    		-0.6 ms

  





  

    		2025-03-04 03:32:24.808562

    		-0.9 ms

  





  

    		2025-03-04 04:32:26.73949

    		-0.5 ms

  





  

    		2025-03-04 05:32:28.682189

    		-0.8 ms

  





  

    		2025-03-04 06:32:31.10206

    		1.6 ms

  





  

    		2025-03-04 07:32:33.026341

    		-6.4 ms

  





  

    		2025-03-04 08:32:34.596701

    		-0.6 ms

  





  

    		2025-03-04 09:32:36.306096

    		-0.3 ms

  





  

    		2025-03-04 10:32:37.897186

    		14.8 ms

  





  

    		2025-03-04 11:32:39.90886

    		-0.7 ms

  





  

    		2025-03-04 12:32:41.607556

    		0.2 ms

  





  

    		2025-03-04 13:32:43.908474

    		2.9 ms

  





  

    		2025-03-04 14:32:45.729131

    		1.3 ms

  





  

    		2025-03-04 15:32:47.514089

    		1.7 ms

  





  

    		2025-03-04 16:32:49.131351

    		0.1 ms

  





  

    		2025-03-04 17:32:50.893119

    		-1.1 ms

  





  

    		2025-03-04 18:32:53.024139

    		0.6 ms

  





  

    		2025-03-04 19:32:55.805594

    		-2.4 ms

  





  

    		2025-03-04 20:32:57.486747

    		1.3 ms

  





  

    		2025-03-04 21:33:00.464787

    		1.3 ms

  





  

    		2025-03-04 22:33:02.767759

    		2.0 ms

  





  

    		2025-03-04 23:33:05.144119

    		-0.8 ms

  





  

    		2025-03-05 00:33:07.040572

    		-0.8 ms

  





  

    		2025-03-05 01:33:08.782235

    		-1.4 ms

  





  

    		2025-03-05 02:33:10.909708

    		-0.9 ms

  





  

    		2025-03-05 03:33:12.702847

    		1.1 ms

  





  

    		2025-03-05 04:33:14.486086

    		0.9 ms

  





  

    		2025-03-05 05:33:16.254374

    		-1.1 ms

  





  

    		2025-03-05 06:33:18.288436

    		1.5 ms

  





  

    		2025-03-05 07:33:21.187428

    		-0.7 ms

  





  

    		2025-03-05 08:33:23.245385

    		1.1 ms

  





  

    		2025-03-05 09:33:25.131123

    		1.0 ms

  





  

    		2025-03-05 10:33:26.774237

    		0.0 ms

  





  

    		2025-03-05 11:33:28.644515

    		-0.7 ms

  





  

    		2025-03-05 12:33:30.412462

    		-0.7 ms

  





  

    		2025-03-05 13:33:32.150432

    		-0.5 ms

  





  

    		2025-03-05 14:33:34.065425

    		0.5 ms

  





  

    		2025-03-05 15:33:36.203611

    		0.1 ms

  





  

    		2025-03-05 16:33:38.180172

    		-2.9 ms

  





  

    		2025-03-05 17:33:40.073222

    		0.6 ms

  





  

    		2025-03-05 18:33:42.761035

    		0.7 ms

  





  

    		2025-03-05 19:33:44.721629

    		0.6 ms

  





  

    		2025-03-05 20:33:47.383309

    		0.3 ms

  





  

    		2025-03-05 21:33:49.814878

    		0.8 ms

  





  

    		2025-03-05 22:33:52.613885

    		-1.0 ms

  





  

    		2025-03-05 23:33:54.735946

    		-6.6 ms

  





  

    		2025-03-06 00:33:56.224613

    		-5.7 ms

  





  

    		2025-03-06 01:33:58.203194

    		-0.2 ms

  





  

    		2025-03-06 02:33:59.611405

    		1.8 ms

  





  

    		2025-03-06 03:34:01.279276

    		-1.3 ms

  





  

    		2025-03-06 04:34:02.706182

    		-1.2 ms

  





  

    		2025-03-06 05:34:05.041252

    		-1.3 ms

  





  

    		2025-03-06 06:34:07.411824

    		-1.0 ms

  





  

    		2025-03-06 07:34:10.120665

    		0.2 ms

  





  

    		2025-03-06 08:34:12.280826

    		2.5 ms

  





  

    		2025-03-06 09:34:14.124454

    		1.9 ms

  





  

    		2025-03-06 10:34:16.357861

    		-0.6 ms

  





  

    		2025-03-06 11:34:18.340961

    		-1.0 ms

  





  

    		2025-03-06 12:34:20.61221

    		1.5 ms

  





  

    		2025-03-06 13:34:22.747331

    		1.6 ms

  





  

    		2025-03-06 14:34:24.745055

    		0.7 ms

  





  

    		2025-03-06 15:34:26.421852

    		-0.8 ms

  





  

    		2025-03-06 16:34:28.651392

    		0.9 ms

  





  

    		2025-03-06 17:34:30.768795

    		-0.6 ms

  





  

    		2025-03-06 18:34:33.347177

    		-0.3 ms

  





  

    		2025-03-06 19:34:35.732067

    		-0.9 ms

  





  

    		2025-03-06 20:34:38.110763

    		-2.0 ms

  





  

    		2025-03-06 21:34:40.525818

    		0.3 ms

  





  

    		2025-03-06 22:34:42.611228

    		2.3 ms

  





  

    		2025-03-06 23:34:44.709129

    		2.1 ms

  





  

    		2025-03-07 00:34:46.925464

    		0.3 ms

  





  

    		2025-03-07 01:34:48.885638

    		-0.4 ms

  





  

    		2025-03-07 02:34:50.850209

    		0.4 ms

  





  

    		2025-03-07 03:34:53.324767

    		-1.9 ms

  





  

    		2025-03-07 04:34:54.944614

    		-0.6 ms

  





  

    		2025-03-07 05:34:56.704894

    		2.0 ms

  





  

    		2025-03-07 06:34:58.701856

    		0.4 ms

  





  

    		2025-03-07 07:35:00.119018

    		2.2 ms

  





  

    		2025-03-07 08:35:02.0804

    		0.9 ms

  





  

    		2025-03-07 09:35:04.644696

    		-0.4 ms

  





  

    		2025-03-07 10:35:07.242824

    		-2.1 ms

  





  

    		2025-03-07 11:35:09.237671

    		2.0 ms

  





  

    		2025-03-07 12:35:10.842448

    		3.5 ms

  





  

    		2025-03-07 13:35:13.024104

    		1.2 ms

  





  

    		2025-03-07 14:35:15.527193

    		-0.9 ms

  





  

    		2025-03-07 15:35:17.739749

    		2.6 ms

  





  

    		2025-03-07 16:35:20.872113

    		1.7 ms

  





  

    		2025-03-07 17:35:23.358944

    		0.8 ms

  





  

    		2025-03-07 18:35:24.94331

    		-1.4 ms

  





  

    		2025-03-07 19:35:28.037386

    		0.6 ms

  





  

    		2025-03-07 20:35:30.151647

    		3.4 ms

  





  

    		2025-03-07 21:35:32.573674

    		-0.8 ms

  





  

    		2025-03-07 22:35:34.630074

    		-0.2 ms

  





  

    		2025-03-07 23:35:36.272849

    		1.6 ms

  





  

    		2025-03-08 00:35:38.609246

    		-0.9 ms

  





  

    		2025-03-08 01:35:40.926187

    		-1.4 ms

  





  

    		2025-03-08 02:35:42.63998

    		-0.3 ms

  





  

    		2025-03-08 03:35:44.671469

    		-2.3 ms

  





  

    		2025-03-08 04:35:46.874439

    		-4.5 ms

  





  

    		2025-03-08 05:35:48.365741

    		-3.3 ms

  





  

    		2025-03-08 06:37:04.155933

    		-0.1 ms

  





  

    		2025-03-08 07:37:06.501034

    		2.6 ms

  





  

    		2025-03-08 08:37:09.142819

    		1.4 ms

  





  

    		2025-03-08 09:37:13.363074

    		1.1 ms

  





  

    		2025-03-08 10:37:16.660181

    		1.5 ms

  





  

    		2025-03-08 11:37:18.596751

    		1.2 ms

  





  

    		2025-03-08 12:37:21.962272

    		0.3 ms

  





  

    		2025-03-08 13:37:26.263263

    		1.2 ms

  





  

    		2025-03-08 14:37:30.190336

    		-0.6 ms

  





  

    		2025-03-08 15:37:33.289811

    		1.7 ms

  





  

    		2025-03-08 16:37:36.40238

    		-0.8 ms

  





  

    		2025-03-08 17:37:39.098271

    		1.5 ms

  





  

    		2025-03-08 18:37:40.830629

    		-0.5 ms

  





  

    		2025-03-08 19:37:43.624678

    		1.1 ms

  





  

    		2025-03-08 20:37:45.677813

    		0.7 ms

  





  

    		2025-03-08 21:37:48.327034

    		-1.2 ms

  





  

    		2025-03-08 22:37:50.958006

    		-0.1 ms

  





  

    		2025-03-08 23:37:53.482592

    		-0.4 ms

  





  

    		2025-03-09 00:37:55.268017

    		-2.0 ms

  





  

    		2025-03-09 01:37:57.558308

    		0.9 ms

  





  

    		2025-03-09 02:38:00.165652

    		-0.5 ms

  





  

    		2025-03-09 03:38:01.97828

    		-1.7 ms

  





  

    		2025-03-09 04:38:04.265771

    		-1.2 ms

  





  

    		2025-03-09 05:38:06.405445

    		1.6 ms

  





  

    		2025-03-09 06:38:08.617002

    		-0.5 ms

  





  

    		2025-03-09 07:38:10.354818

    		0.0 ms

  





  

    		2025-03-09 08:38:12.767111

    		0.6 ms

  





  

    		2025-03-09 09:38:15.074418

    		-0.2 ms

  





  

    		2025-03-09 10:38:16.694402

    		-1.4 ms

  





  

    		2025-03-09 11:38:19.735473

    		0.1 ms

  





  

    		2025-03-09 12:38:21.911026

    		-2.4 ms

  





  

    		2025-03-09 13:38:25.539169

    		1.6 ms

  





  

    		2025-03-09 14:38:28.042026

    		-1.2 ms

  





  

    		2025-03-09 15:38:29.904784

    		0.0 ms

  





  

    		2025-03-09 16:38:33.292694

    		-0.2 ms

  





  

    		2025-03-09 17:38:34.925875

    		-0.7 ms

  





  

    		2025-03-09 18:38:36.934466

    		3.7 ms

  





  

    		2025-03-09 19:38:40.626462

    		-1.5 ms

  





  

    		2025-03-09 20:38:43.357347

    		1.5 ms

  





  

    		2025-03-09 21:38:45.184202

    		-0.5 ms

  





  

    		2025-03-09 22:38:47.608266

    		-2.0 ms

  





  

    		2025-03-09 23:38:50.556022

    		-2.7 ms

  





  

    		2025-03-10 00:38:53.60157

    		0.9 ms

  





  

    		2025-03-10 01:38:56.487432

    		0.3 ms

  





  

    		2025-03-10 02:38:58.762101

    		-2.6 ms

  





  

    		2025-03-10 03:39:01.611788

    		0.8 ms

  





  

    		2025-03-10 04:39:03.939408

    		-0.3 ms

  





  

    		2025-03-10 05:39:06.114121

    		-1.1 ms

  





  

    		2025-03-10 06:39:08.59335

    		-0.1 ms

  





  

    		2025-03-10 07:39:10.403817

    		2.4 ms

  





  

    		2025-03-10 08:39:12.118169

    		3.1 ms

  





  

    		2025-03-10 09:39:14.025438

    		1.7 ms

  





  

    		2025-03-10 10:39:15.599745

    		8.3 ms

  





  

    		2025-03-10 11:39:17.232019

    		0.7 ms

  





  

    		2025-03-10 12:39:18.976968

    		2.4 ms

  





  

    		2025-03-10 13:39:20.67204

    		2.5 ms

  





  

    		2025-03-10 14:39:22.718875

    		1.8 ms

  





  

    		2025-03-10 15:39:24.84464

    		4.6 ms

  





  

    		2025-03-10 16:39:26.441276

    		3.3 ms

  





  

    		2025-03-10 17:39:28.13944

    		1.9 ms

  





  

    		2025-03-10 18:39:30.194408

    		1.6 ms

  





  

    		2025-03-10 19:39:32.91182

    		0.9 ms

  





  

    		2025-03-10 20:39:35.760236

    		1.1 ms

  





  

    		2025-03-10 21:39:37.979111

    		1.2 ms

  





  

    		2025-03-10 22:39:40.067424

    		0.6 ms

  





  

    		2025-03-10 23:39:41.987588

    		0.3 ms

  





  

    		2025-03-11 00:39:44.43957

    		-3.4 ms

  





  

    		2025-03-11 01:39:46.726689

    		1.3 ms

  





  

    		2025-03-11 02:39:49.06776

    		2.1 ms

  





  

    		2025-03-11 03:39:51.528741

    		1.7 ms

  





  

    		2025-03-11 04:39:53.697148

    		1.6 ms

  





  

    		2025-03-11 05:39:56.044023

    		2.3 ms

  





  

    		2025-03-11 06:39:58.316622

    		1.7 ms

  





  

    		2025-03-11 07:39:59.90586

    		2.1 ms

  





  

    		2025-03-11 08:40:01.768071

    		2.0 ms

  





  

    		2025-03-11 09:40:03.429782

    		2.5 ms

  





  

    		2025-03-11 10:40:05.612948

    		2.7 ms

  





  

    		2025-03-11 11:40:07.878495

    		1.8 ms

  





  

    		2025-03-11 12:40:10.533146

    		4.3 ms

  





  

    		2025-03-11 13:40:12.103656

    		1.2 ms

  





  

    		2025-03-11 14:40:14.81636

    		1.3 ms

  





  

    		2025-03-11 15:40:17.64861

    		3.0 ms

  





  

    		2025-03-11 16:40:19.514567

    		5.5 ms

  





  

    		2025-03-11 17:40:21.463146

    		-0.2 ms

  





  

    		2025-03-11 18:40:23.89072

    		0.6 ms

  





  

    		2025-03-11 19:40:26.733548

    		-1.1 ms

  





  

    		2025-03-11 20:40:29.066386

    		2.0 ms

  





  

    		2025-03-11 21:40:31.336856

    		-0.5 ms

  





  

    		2025-03-11 22:40:34.039084

    		-1.3 ms

  





  

    		2025-03-11 23:40:36.164397

    		-1.5 ms

  





  

    		2025-03-12 00:40:37.785657

    		-2.4 ms

  





  

    		2025-03-12 01:40:39.477029

    		-2.3 ms

  





  

    		2025-03-12 02:40:41.302244

    		-0.5 ms

  





  

    		2025-03-12 03:40:43.249122

    		-1.3 ms

  





  

    		2025-03-12 04:40:45.331467

    		-1.6 ms

  





  

    		2025-03-12 05:40:47.487294

    		-0.2 ms

  





  

    		2025-03-12 06:40:49.97542

    		-1.2 ms

  





  

    		2025-03-12 07:40:51.895865

    		2.2 ms

  





  

    		2025-03-12 08:40:54.36068

    		-1.2 ms

  





  

    		2025-03-12 09:40:55.970522

    		0.4 ms

  





  

    		2025-03-12 10:40:58.088576

    		2.0 ms

  





  

    		2025-03-12 11:40:59.566503

    		0.7 ms

  





  

    		2025-03-12 12:41:00.913182

    		2.8 ms

  





  

    		2025-03-12 13:41:02.447449

    		0.6 ms

  





  

    		2025-03-12 14:41:04.703569

    		0.5 ms

  





  

    		2025-03-12 15:41:06.284269

    		-0.6 ms

  





  

    		2025-03-12 16:41:07.930126

    		1.1 ms

  





  

    		2025-03-12 17:41:10.550571

    		0.4 ms

  





  

    		2025-03-12 18:41:13.087189

    		-2.4 ms

  





  

    		2025-03-12 19:41:15.719931

    		6.8 ms

  





  

    		2025-03-12 20:41:17.715937

    		7.8 ms

  





  

    		2025-03-12 21:41:20.884529

    		-1.3 ms

  





  

    		2025-03-12 22:41:22.692919

    		-1.3 ms

  





  

    		2025-03-12 23:41:24.687918

    		0.4 ms

  





  

    		2025-03-13 00:41:26.775504

    		-0.6 ms

  





  

    		2025-03-13 01:41:29.009097

    		-1.1 ms

  





  

    		2025-03-13 02:41:30.917785

    		-2.6 ms

  





  

    		2025-03-13 03:41:33.030219

    		0.2 ms

  





  

    		2025-03-13 04:41:34.934118

    		-1.4 ms

  





  

    		2025-03-13 05:41:36.901985

    		-0.3 ms

  





  

    		2025-03-13 06:41:39.242886

    		0.4 ms

  





  

    		2025-03-13 07:41:41.812142

    		1.8 ms

  





  

    		2025-03-13 08:41:44.838215

    		-0.5 ms

  





  

    		2025-03-13 09:41:47.222795

    		5.0 ms

  





  

    		2025-03-13 10:41:49.007131

    		1.5 ms

  





  

    		2025-03-13 11:41:51.288625

    		-0.3 ms

  





  

    		2025-03-13 12:41:52.991512

    		1.2 ms

  





  

    		2025-03-13 13:41:55.475196

    		2.0 ms

  









